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IUDPH�GDWD��

(QG5XQ�GHYHORSHG�D�WLPLQJ�RSWLPL]HG�*36�UHFHLYHU�IRU�DGGLWLRQDO�UHVLOHQF\��DFFXUDF\��DQG�UHOLDELOLW\���
7KH�(QG5XQ�*36�5HFHLYHU�VWULFWO\�FRPSOLHV�WR�WKH�,6�*36�����VSHFL¿FDWLRQ��DQG�EHJDQ�VKLSSLQJ�LQ�
6RQRPD�LQ�-XQH��������*36�UHFHLYHU�VSHFL¿FDWLRQV�DUH�OLVWHG�LQ�Appendix H - Specifications�

 Time Synchronization 
 Components

7KH�6RQRPD�LV�FRPSRVHG�RI�D�*OREDO�3RVLWLRQLQJ�6\VWHP��*36��6XEV\VWHP�FRQWDLQLQJ�WKH�(QG5XQ�
*36�5HFHLYHU�DQG�V\VWHP�RVFLOODWRU���7KH�*36�6XEV\VWHP�LV�LQWHJUDWHG�ZLWK�D�IDQOHVV��FRQYHFWLRQ�
FRROHG�����*+]�&38�ZLWK�WZR�LQWHJUDWHG�(WKHUQHW�SRUWV�WKDW�SURYLGH�173��DQG�RSWLRQDOO\�373����
7KLV�LV�FDOOHG�WKH�/LQX[�173�6XEV\VWHP���7KH�GUDZLQJ�EHORZ�VKRZV�6RQRPD¶V�WLPH�V\QFKURQL]DWLRQ�
FRPSRQHQWV�

 

System
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Receiver
Subsystem
Processor

Receiver
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PLL
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1PPS

EFC

10MHz

Linux NTP/PTP Subsystem
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 Where to Use It
6LQFH�VLJQDOV�IURP�WKH�*36�VDWHOOLWHV�DUH�DYDLODEOH�DW�DOO�ORFDWLRQV�RQ�WKH�JOREH��\RX�PD\�GHSOR\�WKH�
6RQRPD�YLUWXDOO\�DQ\ZKHUH���+RZHYHU��\RX�PXVW�EH�DEOH�WR�LQVWDOO�DQ�DQWHQQD�HLWKHU�RQ�WKH�URRIWRS�RU�
LQ�D�ZLQGRZ�VR�WKDW�VDWHOOLWH�WUDQVPLVVLRQV�PD\�EH�UHFHLYHG�DW�OHDVW�VHYHUDO�WLPHV�GXULQJ�WKH�GD\���)RU�
PRUH�LQIRUPDWLRQ�VHH�Appendix E - Installing the GPS Antenna�

2QFH�V\QFKURQL]HG��WKH�6RQRPD�FDQ�PDLQWDLQ�DFFHSWDEOH�QHWZRUN�V\QFKURQL]DWLRQ�DFFXUDF\�IRU�
DERXW�D�GD\�ZLWKRXW�*36�UHFHSWLRQ��E\�À\ZKHHOLQJ�RQ�LWV�VWDQGDUG�WHPSHUDWXUH�FRPSHQVDWHG�FU\VWDO�
RVFLOODWRU��7&;2����7KH�7&;2�HQVXUHV�D����KRXU�KROGRYHU�SHULRG�ZLWKRXW�D�*36�VLJQDO���)RU�ORQJHU�
KROGRYHU�SHULRGV�RI����GD\V�RU�PRUH��DQ�RVFLOODWRU�XSJUDGH�PD\�EH�LQVWDOOHG�LQ�\RXU�6RQRPD�

 Client/Slave Software
7KH�6RQRPD�KDV�EHHQ�GHVLJQHG�WR�RSHUDWH�LQ�FRQMXQFWLRQ�ZLWK�H[LVWLQJ�SXEOLF�GRPDLQ�173�6173�FOL�
HQW�VRIWZDUH�DQG�PD\�EH�XVHG�LQ�DQ\�QHWZRUN�HQYLURQPHQW�WKDW�LV�XVLQJ�7&3�,3�SURWRFROV���$OWKRXJK�
FOLHQW�VRIWZDUH�LV�DYDLODEOH�IRU�DOO�SODWIRUPV��IRU�WKH�PRVW�SUHFLVH�DSSOLFDWLRQV��WKH�8QL[�OLNH�RSHUDWLQJ�
V\VWHPV�DUH�EHVW�VXSSRUWHG���)RU�PRUH�LQIRUPDWLRQ�VHH�Chapter 3 - NTP, Setting Up NTP Clients on 
Unix-like Platforms�DQG�Setting Up NTP Clients on Windows���7KHUH�LV�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�
173�&OLHQW�VRIWZDUH�DW�WKLV�OLQN�

� HQGUXQWHFKQRORJLHV�FRP�SURGXFWV�QWS�WLPH�VHUYHUV�QWS�FOLHQW�VRIWZDUH

)RU�373�,(((������DSSOLFDWLRQV��WKH�6RQRPD�FDQ�LQWHURSHUDWH�ZLWK�D�YDULHW\�RI�6ODYH�VRIWZDUH�DQG�
KDUGZDUH���)RU�PRUH�LQIRUPDWLRQ�RQ�373�6ODYH�6RIWZDUH�JR�WR�WKLV�OLQN�

� HQGUXQWHFKQRORJLHV�FRP�SURGXFWV�JUDQGPDVWHU�FORFNV�SWS�VODYHV

http://www.endruntechnologies.com/products/ntp-time-servers/ntp-client-software
http://www.endruntechnologies.com/products/grandmaster-clocks/ptp-slaves


S o n o m a  U s e r  M a n u a l4

C H A P T E R  O N E

7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN�





S o n o m a  U s e r  M a n u a l6

C H A P T E R  T W O

7 S o n o m a  U s e r  M a n u a l

B A S I C  I N S T A L L A T I O N

 Sonoma Physical 
 Description

6\QF�/('� � � 7KLV�DPEHU�/('�ÀDVKHV�WR�LQGLFDWH�V\QFKURQL]DWLRQ�VWDWXV�

$ODUP�/('� � 7KLV�UHG�/('�LOOXPLQDWHV�EULHÀ\�DW�SRZHU�XS��DQG�WKHUHDIWHU�ZKHQHYHU
� � � � D�VHULRXV�IDXOW�FRQGLWLRQ�H[LVWV�
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 Installing the Sonoma

FCC NOTICE
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,I�\RXU�QHWZRUN�does�XVH�'+&3�IRU�KRVW�FRQ¿JXUDWLRQ��DQG�\RX�DUH�LQ�D�KXUU\�WR�JHW�\RXU�6RQRPD�XS�
DQG�UXQQLQJ��\RX�PD\�SURFHHG�WR�Verifying Network Configuration�WR�PDNH�VXUH�WKDW�WKH�QHWZRUN�
SDUDPHWHUV�ZHUH�VHW�XS�FRUUHFWO\���2WKHUZLVH��LW�LV�UHFRPPHQGHG�WKDW�\RX�UHDG�WKH�IROORZLQJ�VHFWLRQV�
RQ�WKH�XVH�RI�WKH�56�����VHULDO�,�2�SRUW�QRZ��VLQFH�WKH\�ZLOO�KHOS�\RX�LQ�GHEXJJLQJ�DQ\�SUREOHPV�WKDW�
\RX�PD\�HQFRXQWHU�ZLWK�WKH�DXWRPDWLF�FRQ¿JXUDWLRQ�YLD�'+&3�

,I�\RXU�QHWZRUN�does not�XVH�'+&3��\RX�ZLOO�QHHG�WR�FRQ¿JXUH�\RXU�(WKHUQHW�LQWHUIDFHV�XVLQJ�HLWKHU�
WKH�IURQW�SDQHO�NH\SDG�RU�WKH�56�����VHULDO�,�2�SRUW���7KH�IROORZLQJ�VHFWLRQV�FRQWDLQ�EULHI�GHVFULS�
WLRQV�RQ�KRZ�WR�GR�WKDW�

Configuring Ethernet with the Front-Panel Keypad
&RQ¿JXULQJ�\RXU�(WKHUQHW�LQWHUIDFHV�ZLWK�WKH�IURQW�SDQHO�NH\SDG�LV�TXLWH�VLPSOH���$IWHU�WKH�XQLW�KDV�
SRZHUHG�RQ��SUHVV�WKH�(17(5�NH\�RQFH�RU�WZLFH�XQWLO�\RX�VHH�D�GLVSOD\�FDOOHG�0DLQ�0HQX���1RZ�
SUHVV�WKH�5,*+7�DUURZ�NH\�XQWLO�WKH�³1HWZRUN´�VHOHFWLRQ�LV�KLJKOLJKWHG���7KHQ�KLJKOLJKW�HLWKHU�³1HW�
ZRUN��´�RU�³1HWZRUN��´�DQG�SUHVV�(17(5�DJDLQ���1RZ�\RX�FDQ�FKRRVH�ZKLFK�SRUW�WR�VHW�XS���HLWKHU�
GVJ��RU�GVJ����<RX�ZLOO�WKHQ�EH�DEOH�WR�VWDUW�PRGLI\LQJ�WKH�,3�DGGUHVV��JDWHZD\�DQG�QHWPDVN�E\�
SUHVVLQJ�WKH�(',7�NH\���7KH�VHTXHQFH�RI�GLVSOD\V�ZLOO�JXLGH�\RX�WKURXJK�WKH�VHWXS�SURFHVV���3UHVV�WKH�
+(/3�NH\�DW�DQ\�WLPH�WR�YLHZ�FRQWH[W�VHQVLWLYH�KHOS�LQIRUPDWLRQ���:KHQ�\RX�DUH�¿QLVKHG�FKRRVH�WKH�
5(%227�PHQX�LWHP�DQG�LQLWLDWH�D�V\VWHP�UHERRW���

Configuring Ethernet with the Serial Port
7R�FRQ¿JXUH�\RXU�(WKHUQHW�LQWHUIDFHV�ZLWK�WKH�VHULDO�SRUW��DIWHU�ORJJLQJ�LQ�DV�WKH�root�XVHU��\RX�PXVW�
UXQ�D�VLPSOH�VFULSW�FDOOHG�PGVEQPHKI���7KLV�VFULSW�ZLOO�SURPSW�\RX�IRU�WKH�QHHGHG�LQIRUPDWLRQ�DQG�
SHUIRUP�VRPH�V\QWD[�FKHFNLQJ�RQ�\RXU�LQSXWV���7KHQ�LW�ZLOO�FUHDWH�RU�PRGLI\�WKH�DSSURSULDWH�¿OHV�
QHHGHG�WR�FRQ¿JXUH�WKH�(WKHUQHW�LQWHUIDFH���7KH�IROORZLQJ�VHFWLRQV�ZLOO�JXLGH�\RX�LQ�VHWWLQJ�XS�FRP�
PXQLFDWLRQV�ZLWK�WKH�6RQRPD�XVLQJ�LWV�56�����VHULDO�,�2�SRUW�

Connect the RS-232 Serial I/O Port
7R�WHVW�VHULDO�FRPPXQLFDWLRQV�ZLWK�WKH�6RQRPD�\RX�ZLOO�QHHG�HLWKHU�D�97����FRPSDWLEOH�WHUPLQDO�RU�
D�WHUPLQDO�HPXODWLRQ�SURJUDP�UXQQLQJ�RQ�\RXU�FRPSXWHU���:H�ZLOO�UHIHU�WR�HLWKHU�RI�WKHVH�DV�³WHUPL�
QDO´�IRU�WKH�UHPDLQGHU�RI�WKLV�LQVWUXFWLRQ�

��� 'LVFRQQHFW�SRZHU�IURP�WKH�6RQRPD�

��� &RQQHFW�RQH�HQG�RI�WKH�'%�)�WR�'%�)�QXOO�PRGHP�DGDSWHU�FDEOH�WR�WKH�VHULDO�,�2�MDFN�RQ�WKH�
6RQRPD�

��� &RQQHFW�WKH�RWKHU�HQG�RI�WKH�'%�)�WR�'%�)�QXOO�PRGHP�DGDSWHU�FDEOH�WR�WKH�WHUPLQDO���,I�WKH�
VHULDO�,�2�SRUW�RQ�\RXU�WHUPLQDO�GRHV�QRW�KDYH�D�'%�0�FRQQHFWRU��\RX�PD\�QHHG�WR�XVH�DQ�DGDSWHU���
5HIHU�WR�Appendix H - Specifications�IRU�GHWDLOV�RQ�WKH�VLJQDO�ZLULQJ���If  you are using a computer 
for your terminal, remember which port you are using because you will need to�know that in order to 
set up your terminal software.
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Test the Serial Port
<RX�PXVW�FRQ¿JXUH�\RXU�WHUPLQDO�WR�XVH�WKH�VHULDO�,�2�SRUW�\RX�XVHG�LQ�Connect the RS-232 Serial 
I/O Port�DERYH���<RX�PXVW�DOVR�FRQ¿JXUH�\RXU�WHUPLQDO�DV�VKRZQ�EHORZ�

�� %DXG�5DWH��������
�� 'DWD�%LWV����
�� 3DULW\���1RQH
�� 6WRS�%LWV����
�� +DQGVKDNLQJ���)ORZ�&RQWURO���2))��ERWK�KDUGZDUH�DQG�VRIWZDUH�
�� 7HUPLQDO�(PXODWLRQ��LI�DQ\����97�����RU�VLPLODU��RU�/LQX[

$IWHU�FRQ¿JXULQJ�WKHVH�SDUDPHWHUV�LQ�\RXU�WHUPLQDO��DSSO\�SRZHU�WR�WKH�6RQRPD���$IWHU�DERXW����

$�バഀ
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�������������������������������������������������������������������������������
����������������5QPQOCA&���)25�+28��+28��0GVYQTM�%QPHKIWTCVKQP�����������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
����6JKU�UETKRV�YKNN�EQPHKIWTG�VJG�6%2�+28��+28��PGVYQTM�RCTCOGVGTU�HQT�[QWT���
����5QPQOCA&���)25���9G�YKNN�HKTUV�EQPHKIWTG�+28��CPF�VJGP�+28����;QWT���������
����5QPQOCA&���)25�JCU�VYQ�GVJGTPGV�KPVGTHCEGU��ECNNGF�GVJ��CPF�GVJ����(QT�����
����GCEJ�QH�+28��CPF�+28���YG�YKNN�HKTUV�EQPHKIWTG�GVJ��CPF�VJGP�GVJ�����������
�������������������������������������������������������������������������������
����;QW�ECP�EJQQUG�VQ�MGGR�VJG�GZKUVKPI�EQPHKIWTCVKQP�QH�GKVJGT�KPVGTHCEG�CPF��
����TGEQPHKIWTG�VJG�QVJGT���;QW�ECP�CNUQ�EJQQUG�VQ�őWPEQPHKIWTGŒ�GKVJGT�QH�����
����VJG�VYQ�KPVGTHCEGU�KH�DQVJ�CTG�PQV�PGGFGF�KP�[QWT�CRRNKECVKQP��������������
�������������������������������������������������������������������������������
����;QW�YKNN�DG�CDNG�VQ�TGEQPHKIWTG�[QWT�U[UVGO�CV�CP[�VKOG�D[�V[RKPI����������
�������������������������������������������������������������������������������
����PGVEQPHKI������������������������������������������������������������������
�������������������������������������������������������������������������������
����6JG�UGVVKPIU�[QW�OCMG�PQY�YKNN�PQV�VCMG�GHHGEV�WPVKN�[QW�TGDQQV�[QWT�������
����5QPQOCA&���)25��UQ�KH�[QW�OCMG�C�OKUVCMG��LWUV�TG�TWP�VJKU�UETKRV�DGHQTG���
����TGDQQVKPI������������������������������������������������������������������
�������������������������������������������������������������������������������
����;QW�YKNN�DG�RTQORVGF�VQ�GPVGT�[QWT�+28��+28��PGVYQTM�RCTCOGVGTU�PQY��������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������

%QPHKIWTG�+28��HQT�GKVJGT�GVJ��QT�GVJ�!
��
#PUYGT�[GU�VQ�EQPVKPWG�QP�CPF�TGEQPHKIWTG�GKVJGT�GVJ��QT�GVJ��HQT�+28���
��
#PUYGT�PQ�VQ�őWPEQPHKIWTGŒ�DQVJ�GVJ��CPF�GVJ��HQT�+28����1PN[�VJG
���+28��NQQRDCEM�KPVGTHCEG�YKNN�DG�UGVWR���
=[?GU��=P?Q��

$IWHU�FRQ¿JXULQJ�\RXU�(WKHUQHW�LQWHUIDFHV��\RX�VKRXOG�VKXWGRZQ�WKH�6RQRPD�DQG�UHERRW�LW�E\�LVVXLQJ�
WKLV�FRPPDQG�DW�WKH�SURPSW�

5QPQOC�&���)25
TQQV"5QPQOCA&���`�� �TGDQQV

Verify Network Configuration
,I�\RX�DUH�XVLQJ�WKH�56�����VHULDO�,�2�SRUW�WR�FRPPXQLFDWH�ZLWK�WKH�6RQRPD��\RX�ZLOO�EH�DEOH�WR�VHH�
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,I�\RX�DUH�QRW�XVLQJ�'+&3��WKH�,3�DGGUHVV�VKRZQ�VKRXOG�PDWFK�WKH�VWDWLF�,3�DGGUHVV�ZKLFK�\RX�
HQWHUHG�GXULQJ�WKH�PGVEQPHKI�SURFHGXUH���,I�VR��ORJ�LQ�DV�³URRW´�DW�WKH�ORJLQ�SURPSW�DQG�FKHFN�WKH�
RWKHU�FRQ¿JXUDWLRQ�SDUDPHWHUV�XVLQJ�KHEQPHKI�

5QPQOC�&���)25
TQQV"JQUV�`�� �KHEQPHKI

GVJ�������.KPM�GPECR�'VJGTPGV��*9CFFT�����G�HG��������E
����������KPGV�CFFT����������������$ECUV����������������/CUM��������������
����������72�$41#&%#56�4700+0)�/7.6+%#56��/67�������/GVTKE��
����������4:�RCEMGVU������GTTQTU���FTQRRGF�����QXGTTWPU���HTCOG��
����������6:�RCEMGVU�����GTTQTU���FTQRRGF���QXGTTWPU���ECTTKGT��
����������EQNNKUKQPU���VZSWGWGNGP�����
����������4:�D[VGU��������
������-K$���6:�D[VGU�������
�����-K$�
����������+PVGTTWRV���

GVJ�������.KPM�GPECR�'VJGTPGV��*9CFFT�����G�HG��������F
����������KPGV�CFFT��������������$ECUV����������������/CUM��������������
����������72�$41#&%#56�4700+0)�/7.6+%#56��/67�������/GVTKE��
����������4:�RCEMGVU�������GTTQTU���FTQRRGF�����QXGTTWPU���HTCOG��
����������6:�RCEMGVU���GTTQTU���FTQRRGF���QXGTTWPU���ECTTKGT��
����������EQNNKUKQPU���VZSWGWGNGP�����
����������4:�D[VGU��������
������-K$���6:�D[VGU���
����$�
����������+PVGTTWRV���

NQ��������.KPM�GPECR�.QECN�.QQRDCEM
����������KPGV�CFFT������������/CUM����������
����������KPGV��CFFT����������5EQRG�*QUV
����������72�.112$#%-�4700+0)��/67��������/GVTKE��
����������4:�RCEMGVU������GTTQTU���FTQRRGF���QXGTTWPU���HTCOG��
����������6:�RCEMGVU������GTTQTU���FTQRRGF���QXGTTWPU���ECTTKGT��
����������EQNNKUKQPU���VZSWGWGNGP��
����������4:�D[VGU��������
������-K$���6:�D[VGU��������
������-K$�

3D\�SDUWLFXODU�DWWHQWLRQ�WR�WKH�VHWWLQJV�VKRZQ�IRU�GVJ��DQG�GVJ���LQ�SDUWLFXODU�WKH�/CUM��VHWWLQJ��
ZKLFK�VKRXOG�PDWFK�WKDW�ZKLFK�LV�DSSURSULDWH�IRU�\RXU�QHWZRUN���1RZ�FKHFN�WKH�UHPDLQLQJ�FRQ¿JXUD�
WLRQ�SDUDPHWHUV�XVLQJ�TQWVG�

5QPQOC�&���)25
TQQV"JQUV�`�� �TQWVG
-GTPGN�+2�TQWVKPI�VCDNG
&GUVKPCVKQP�����)CVGYC[���������)GPOCUM���������(NCIU�/GVTKE�4GH����7UG�+HCEG
FGHCWNV�����������������������������������������7)����������������������GVJ�
NQQRDCEM����������������������������������������7�����������������������NQ
NQECNPGV����������������������������������������7�����������������������GVJ�
������������������������������������������������7�����������������������GVJ�

+HUH�\RX�DUH�LQWHUHVWHG�LQ�WKH�GHIDXOW�JDWHZD\�DGGUHVV���,W�VKRXOG�PDWFK�WKH�DSSURSULDWH�RQH�IRU�\RXU�
QHWZRUN���,I�VR��WKHQ�WKH�(WKHUQHW�LQWHUIDFH�RI�\RXU�6RQRPD�KDV�EHHQ�VXFFHVVIXOO\�FRQ¿JXUHG�WR�RSHU�
DWH�RQ�\RXU�QHWZRUN�DQG�\RX�DUH�UHDG\�WR�FKHFN�RSHUDWLRQ�RI�WKH�6RQRPD�RYHU�WKH�QHWZRUN���,I�QRW��
\RX�VKRXOG�UHFKHFN�\RXU�FRQ¿JXUDWLRQ�DQG�RU�UHSHDW�WKH�PGVEQPHKI�SURFHGXUH�

,I�\RX�KDYH�FRQ¿JXUHG�D�QDPHVHUYHU�V��IRU�\RXU�QHWZRUN��\RX�PD\�FKHFN�WKDW�E\�LVVXLQJ�WKLV�FRP�
PDQG�

5QPQOC�&���)25
TQQV"JQUV�`�� �ECV��GVE�TGUQNX�EQPH
UGCTEJ�[QWT�FQOCKP
PCOGUGTXGT������������
PCOGUGTXGT������������
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B A S I C  I N S T A L L A T I O N

:KLFK�GLVSOD\V�WKH�FRQWHQWV�RI�WKH /etc/resolv.conf�¿OH�FRQWDLQLQJ�WKH�GRPDLQ�QDPH�\RX�HQWHUHG�SUHYL�
RXVO\�XVLQJ�PGVEQPHKI��DQG�WKH�QDPHVHUYHU�,3�DGGUHVV�HV��WR�XVH�IRU�WKDW�GRPDLQ�

Check Network Operation
:LWK�\RXU�6RQRPD�QHWZRUN�SDUDPHWHUV�SURSHUO\�FRQ¿JXUHG��\RX�DUH�UHDG\�WR�WHVW�WKH�VHWXS�XVLQJ�
RKPI�IURP�D�VHUYHU�RU�ZRUNVWDWLRQ�WKDW�LV�DEOH�WR�DFFHVV�WKH�QHWZRUN�FRQQHFWHG�WR�WKH�6RQRPD���$O�
WHUQDWLYHO\��\RX�FRXOG�RKPI�RQH�RI�\RXU�VHUYHUV�RU�ZRUNVWDWLRQV�IURP�WKH�6RQRPD�SURPSW�WR�WHVW�WKH�
VHWXS�

2QFH�\RX�KDYH�VXFFHVVIXOO\�HVWDEOLVKHG�QHWZRUN�FRPPXQLFDWLRQV�ZLWK�WKH�6RQRPD��\RX�PD\�SHUIRUP�
DOO�PDLQWHQDQFH�DQG�PRQLWRULQJ�DFWLYLWLHV�YLD�VGNPGV�DQG�HVR���7KH�6RQRPD�SURYLGHV�ERWK�FOLHQW�DQG�
VHUYHU�RSHUDWLRQ�XVLQJ�VGNPGV���)RU�VHFXULW\�UHDVRQV��RQO\�FOLHQW�RSHUDWLRQ�LV�VXSSRUWHG�XVLQJ�HVR���
<RX�PD\�DOVR�PRQLWRU�WKH�6RQRPD�YLD�WKH�+7736�LQWHUIDFH��VHH�Chapter 7 - HTTPS��

6HFXULW\�FRQVFLRXV�XVHUV�ZLOO�ZDQW�WR�XVH�UUJ��WKH�VHFXUH�VKHOO�UHSODFHPHQW�IRU�VGNPGV��DV�WKH�ORJLQ�
PHDQV���7KH�FRPSDQLRQ�XWLOLW\��UER�SURYLGHV�D�VHFXUH�UHSODFHPHQW�IRU�HVR�DV�D�PHDQV�RI�WUDQVIHUULQJ�
¿OHV�WR�DQG�IURP�WKH�6RQRPD���%RWK�RI�WKHVH�SURWRFROV�DUH�VXSSRUWHG�LQ�WKH�6RQRPD�YLD�WKH�2SHQ66+�
LPSOHPHQWDWLRQV�IRU�/LQX[���5HIHU�WR�Chapter 5 - Security, OpenSSH�IRU�PRUH�LQIRUPDWLRQ�DERXW�WKH�
VHFXUH�VKHOO�SURWRFRO�

Using Telnet
:KHQ�HVWDEOLVKLQJ�D�VGNPGV�FRQQHFWLRQ�ZLWK�\RXU�6RQRPD��ORJJLQJ�LQ�GLUHFWO\�DV�root�LV�QRW�SHUPLW�
WHG���7KLV�LV�D�VHFXULW\�PHDVXUH�WKDW�PDNHV�LW�VOLJKWO\�PRUH�GLI¿FXOW�WR�JDLQ�DFFHVV�E\�VLPSO\�WU\LQJ�
SDVVZRUGV��VLQFH�LW�LV�DOVR�QHFHVVDU\�WR�NQRZ�WKH�QDPH�RI�D�XVHU���:KHQ�\RX�LQLWLDWH�D�VGNPGV�VHVVLRQ�
ZLWK�WKH�6RQRPD��WKLV�EDQQHU�ZLOO�EH�GLVSOD\HG�

��������������������������������������������������������������������������������
���������9GNEQOG�VQ�5QPQOCA&���)25�VGNPGV�EQPUQNG�QP���JQUV�[QWT�FQOCKP
��������������������������������������������������������������������������������

JQUV�NQIKP�

+HUH�\RX�PD\�ORJ�LQ�DV�³QWSXVHU´�ZLWK�SDVVZRUG�³3UDHFLV´���:KHQ�ORJJHG�LQ�DV�³QWSXVHU´��\RX�PD\�
FKHFN�VWDWXV�LQIRUPDWLRQ�DQG�YLHZ�ORJ�¿OHV�EXW�\RX�ZLOO�QRW�EH�DEOH�WR�PRGLI\�DQ\�V\VWHP�VHWWLQJV�RU�
YLHZ�VHFXUH�¿OHV���$IWHU�FRUUHFWO\�HQWHULQJ�WKH�SDVVZRUG�DW�WKLV�SURPSW�

2CUUYQTF�

WKH�VLJQ�RQ�PHVVDJH�LV�VKRZQ���,W�LGHQWL¿HV�WKH�KRVW�V\VWHP�DV�6RQRPD�*36�DQG�VKRZV�WKH�VRIWZDUH�
SDUW�QXPEHU��YHUVLRQ�DQG�EXLOG�GDWH�

5QPQOCA&���)25���������������X������5CV�,CP�������������76%�����
5QPQOCA&���)25�
TQQV"JQUV�`�� 

7KLV�ODVW�OLQH�LV�WKH�VWDQGDUG�6RQRPD�*36�SURPSW���$IWHU�FRQ¿JXULQJ�WKH�XQLW��\RX�VKRXOG�FKDQJH�WKH�
SDVVZRUGV�XVLQJ�WKH�/LQX[�RCUUYF�FRPPDQG�LVVXHG�IURP�WKH�SURPSW�

7R�JDLQ�root�DFFHVV��\RX�PXVW�QRZ�LVVXH�WKH�³VXSHU�XVHU´�FRPPDQG�DW�WKH�SURPSW�
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7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN�



https://www.nwtime.org/documentationandlinks
https://docs.microsoft.com/en-us/windows-server/networking/windows-time-service/windows-time-service
/pdf/NTP-Intro.pdf
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'PVGT�C�MG[�PWODGT�
���������QT���VQ�SWKV����

'PVGT�VJG�MG[�
�����#5%++�EJCTCEVGTU����5QPQOC

9TKVKPI�MG[�PWODGT����CPF�-G[��5QPQOC�VQ�PVR�MG[U

'PVGT�C�MG[�PWODGT�
���������QT���VQ�SWKV����

���062�#WVJGPVKECVKQP�%QPHKIWTCVKQP

&Q�[QW�YCPV�CWVJGPVKECVKQP�GPCDNGF�WUKPI�UQOG�QT�CNN�QH�VJG�MG[U�KP
VJG�PVR�MG[U�HKNG!�
=[?GU��=P?Q���[

;QW�YKNN�DG�RTQORVGF�HQT�VJG�MG[�PWODGTU�
������������VJCV�[QW�YCPV�062�VQ
őVTWUVŒ���6JG�MG[�PWODGTU�[QW�GPVGT�OWUV�GZKUV�KP�[QWT�PVR�MG[U�HKNG���+H�[QW
FQ�PQV�YCPV�VQ�WUG�UQOG�QH�VJG�MG[U�KP�[QWT�PVR�MG[U�HKNG��FQ�PQV�GPVGT�VJGO
JGTG���062�YKNN�VTGCV�VJQUG�MG[U�CU�őWPVTWUVGFŒ�

%NKGPVU�VJCV�WUG�CP[�QH�VJG�őVTWUVGFŒ�MG[U�KP�VJGKT�062�RQNNKPI�RCEMGVU�YKNN
TGEGKXG�CWVJGPVKECVGF�TGRNKGU�HTQO�VJG�5QPQOCA&�����9JGP�[QW�JCXG�GPVGTGF
CNN�QH�VJG�őVTWUVGF�MG[UŒ�VJCV�[QW�PGGF��GPVGT�\GTQ�CV�VJG�PGZV�RTQORV�HQT�C
MG[�PWODGT�

'PVGT�C�VTWUVGF�MG[�PWODGT�
���������QT���VQ�SWKV����

'PVGT�C�VTWUVGF�MG[�PWODGT�
���������QT���VQ�SWKV����

'PVGT�C�VTWUVGF�MG[�PWODGT�
���������QT���VQ�SWKV����

���062�$TQCFECUV�/WNVKECUV�%QPHKIWTCVKQP

9QWNF�[QW�NKMG�VQ�GPCDNG�DTQCFECUV�OWNVKECUV�UGTXGT�QRGTCVKQP!�
=[?GU��=P?Q���[

5GV�VJG�PGVYQTM�DTQCFECUV�OWNVKECUV�CFFTGUU�HQT�VJG�5QPQOCA&��
VQ�WUG���(QT�DTQCFECUV�OQFG�QP�+28��PGVYQTMU��VJKU�CFFTGUU�KU
VJG�CNN��ŏU�CFFTGUU�QP�VJG�UWD�PGV�

'ZCORNG�����������������

1P�+28��PGVYQTMU��VJGTG�KU�OQTG�VJCP�QPG�YC[�VQ
FGHKPG�C�TCPIG�QH�OWNVKECUV�CFFTGUUGU�

'ZCORNG��HH������
CNN�PQFGU�QP�VJG�NQECN�UKVG�
'ZCORNG��HH������
CNN�PQFGU�QP�VJG�NQECN�NKPM�

6JGTG�CTG�URGEKHKE�OWNVKECUV�CFFTGUUGU�CUUKIPGF�HQT�062�1RGTCVKQP�

(QT�+28��OWNVKECUV�QRGTCVKQP��KV�KU�VJKU�URGEKHKE�CFFTGUU� ����������
(QT�+28��OWNVKECUV�QRGTCVKQP��KV�KU�VJKU�URGEKHKE�UKVG�UEQRG�CFFTGUU� �HH�������

'PVGT�+2�CFFTGUU�HQT�062�DTQCFECUV�OWNVKECUV�QRGTCVKQP

CCC�DDD�EEE�FFF�QT�CCCC��DDDD��������������

;QW�JCXG�UGNGEVGF�OWNVKECUV�QRGTCVKQP���'PVGT�VJG�66.�XCNWG�VJCV�KU
PGGFGF�HQT�OWNVKECUV�RCEMGVU�QP�[QWT�PGVYQTM�
���������������������������������������

+V�KU�JKIJN[�TGEQOOGPFGF�VJCV�CWVJGPVKECVKQP�DG�WUGF�KH�[QW�CTG�WUKPI�062
KP�DTQCFECUV�OWNVKECUV�OQFG���1VJGTYKUG�ENKGPVU�OC[�GCUKN[�DG�őURQQHGFŒ�D[
C�HCMG�062�UGTXGT���;QW�ECP�URGEKH[�CP�/&��MG[�PWODGT�VJCV�VJG�5QPQOCA&��
YKNN�WUG�KP�KVU�DTQCFECUV�OWNVKECUV�RCEMGVU���6JG�ENKGPVU�QP�[QWT�PGVYQTM�OWUV
DG�EQPHKIWTGF�VQ�WUG�VJG�UCOG�MG[�
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9QWNF�[QW�NKMG�VQ�URGEKH[�CP�/&��MG[�PWODGT�VQ�WUG�YKVJ
DTQCFECUV�OWNVKECUV�OQFG!�
=[?GU��=P?Q���[

'PVGT�VJG�/&��MG[�PWODGT�VQ�WUG�
������������

�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
���6JG�5QPQOCA&���0GVYQTM�6KOG�2TQVQEQN�EQPHKIWTCVKQP�JCU�DGGP�WRFCVGF���������
�������������������������������������������������������������������������������
��������������2NGCUG�TG�DQQV�PQY�HQT�VJG�EJCPIGU�VQ�VCMG�GHHGEV����������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������

�
�������������������������������������������

Configuring the Sonoma as a Stratum 2 Server
2SHUDWLQJ�6RQRPD�DV�D�6WUDWXP���6HUYHU�LV�WKH�UHFRPPHQGHG�PRGH���+RZHYHU��WKHUH�DUH�WLPHV�ZKHQ�
6WUDWXP���RSHUDWLRQ�LV�D�JRRG�VWUDWHJ\�

� ����:KHQ�\RX�ZDQW�D�EDFNXS�VRXUFH�RI�WLPH���,Q�WKLV�FDVH��6RQRPD�ZLOO�RSHUDWH�DV�D�6WUDWXP���
6HUYHU�DV�ORQJ�DV�LW�LV�ORFNHG�WR�WKH�*36�VLJQDO���,I�LW�ORVHV�WKH�VLJQDO��WKHQ�6RQRPD�ZLOO�VWDUW�WR�GULIW�
DZD\�IURP�³SHUIHFW´�WLPH���(YHQWXDOO\��ZKHQ�LW�KDV�GULIWHG����PLOOLVHFRQGV��LW�UHDFK�WKH�XQORFNHG�FRQ�
GLWLRQ�DQG�VWRS�VHUYLQJ�WLPH�RQ�\RXU�QHWZRUN���,I�\RX�KDYH�6RQRPD�FRQ¿JXUHG�IRU�6WUDWXP���RSHUD�
WLRQ��WKHQ�LW�ZLOO�FRQWLQXH�VHUYLQJ�WLPH��XVLQJ�DQRWKHU�7LPH�6HUYHU�DV�LWV�UHIHUHQFH���,I�6RQRPD�LV�ODWHU�
DEOH�WR�DFTXLUH�ORFN�RQ�WKH�*36�VLJQDO�DJDLQ��LW�ZLOO�VZLWFK�EDFN�WR�6WUDWXP���RSHUDWLRQ�

� ���:KHQ�\RX�ZDQW�\RXU�6RQRPD�WR�VHUYH�DFFXUDWH�WLPH��EXW�\RX�GRQ¶W�ZDQW�WR�XVH�WKH�DQWHQQD��IRU�
VRPH�UHDVRQ����,Q�WKLV�FDVH��6RQRPD�FDQ�RSHUDWH�VROHO\�DV�D�6WUDWXP���VHUYHU��ZLWK�QR�DQWHQQD�FRQ�
QHFWHG�

6LQFH�WKHUH�DUH�LQQXPHUDEOH�ZD\V�WR�FRQ¿JXUH�\RXU�QHWZRUN�ZLWK�6WUDWXP���VHUYHUV��VSHFL¿F�LQVUXF�
WLRQV�IRU�KRZ�WR�GR�WKDW�DUH�EH\RQG�WKH�VFRSH�RI�WKLV�PDQXDO���*HQHUDO�LQVWUXFWLRQV�RQ�KRZ�WR�HGLW�WKH�
ntp.conf�¿OH�DUH�EHORZ�

Edit ntp.conf File
<RX�PXVW�HGLW�WKH�QWS�FRQI�¿OH�LQ�RUGHU�WR�SRLQW�\RXU�6WUDWXP���VHUYHU�DW�D�6WUDWXP���VHUYHU���(GLW�/etc/
ntp.conf�DQG�DGG�\RXU�VHUYHU�OLQH�V�����6HH�Appendix C - Helpful Linux Information�IRU�LQIRUPDWLRQ�
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IMPORTANT

1RZ�VDYH�WKH�HGLWHG�¿OH�DQG�FRS\�LW�WR�WKH�QRQ�YRODWLOH�ÀDVK�SDUWLWLRQ�ZLWK�WKLV�FRPPDQG�

� ER��R��GVE�PVR�EQPH��DQQV�GVE

Mask Alarm
,Q�6WUDWXP���RSHUDWLRQ�DQ�DODUP�ZLOO�EH�LQGLFDWHG�ZKHQ�WKHUH�LV�D�ORVV�RI�VLJQDO�RU�LI�WKH�DQWHQQD�LV�
QRW�FRQQHFWHG���)RU�6WUDWXP���RSHUDWLRQ�\RX�PD\�QRW�ZDQW�WR�VHH�WKHVH�DODUPV���<RX�FDQ�PDVN�WKHP�
�SUHYHQW�WKHP�IURP�VKRZLQJ��E\�XVLQJ�WKH�FRQVROH�SRUW��VHULDO�QHWZRUN��FRPPDQGV�UGVUKIHNVOCUM�
DQG�UGVCPVHNVOCUM���2U��RQ�WKH�IURQW�SDQHO�NH\SDG�GLVSOD\�JR�WR�WKH�)DXOWV�VXEPHQX���/RRN�IRU�
6LJ)OW0DVN�DQG�$QW)OW0DVN�DQG�VHW�WKHP�DSSURSULDWHO\�

 Setting Up NTP Clients on
 Unix-like Platforms

7R�FRQ¿JXUH�\RXU�8QL[�OLNH�FRPSXWHU�WR�XVH�\RXU�6RQRPD��\RX�PXVW�KDYH�VXFFHVVIXOO\�FRPSOHWHG�
WKH�173�6HUYHU�EDVLF�LQVWDOODWLRQ�SURFHGXUH�GHVFULEHG�DERYH���,W�LV�H[SHFWHG�WKDW�\RX�DUH��RU�KDYH�
DFFHVV�WR��D�FDSDEOH�8QL[�/LQX[�V\VWHP�DGPLQLVWUDWRU�DQG�NQRZ�PRUH�WKDQ�D�OLWWOH�DERXW�LQVWDOOLQJ�
GLVWULEXWLRQV�IURP�VRXUFH�FRGH���,QVWDOODWLRQ�PXVW�EH�SHUIRUPHG�E\�D�XVHU�ZLWK�URRW�SULYLOHGJHV�RQ�WKH�
V\VWHP��

,I�\RX�KDYH�DFFHVV�WR�D�XVHQHW�QHZV�VHUYHU��PDQ\�SUREOHPV�PD\�EH�VROYHG�E\�WKH�KHOSIXO�SHRSOH�ZKR�
SDUWLFLSDWH�LQ�WKH�,QWHUQHW�QHZV�JURXS�GHYRWHG�WR�173�DW�comp.protocols.time.ntp�

7KUHH�PHWKRGV�RI�XVLQJ�6RQRPD�ZLWK�173�FOLHQWV�RQ�8QL[�OLNH�SODWIRUPV�ZLOO�EH�GHVFULEHG�

Basic:  7KLV�LV�WKH�VLPSOHVW��DQG�ZLOO�RSHUDWH�ZLWKRXW�0'��DXWKHQWLFDWLRQ���NTP beginners should 
a

V'����
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�� <RX�KDYH�LQVWDOOHG�173�RQ�\RXU�FOLHQW�FRPSXWHU�

�� <RX�KDYH�VXFFHVVIXOO\�SHUIRUPHG�WKH�Unix-like Platforms: Basic NTP Client Setup�RQ�\RXU�FOLHQW�
FRPSXWHU�

Create the ntp.keys File
<RX�PXVW�FUHDWH�D�¿OH�QDPHG�ntp.keys�LQ�WKH�/etc�GLUHFWRU\���,W�PXVW�EH�D�FRS\�RI�WKH�RQH�UHVLGLQJ�LQ�
WKH�/etc�GLUHFWRU\�RI�\RXU�6RQRPD���<RX�FDQ�VGNPGV�LQWR�\RXU�6RQRPD�DQG�VWDUW�DQ�HVR�VHVVLRQ�ZLWK�
\RXU�FOLHQW�FRPSXWHU�WR�VHQG�WKH�6RQRPD¶V�

�LQWQ�\RXU�FOLHQW�D⼐䄀��p��H�F�W�R�U�\7HVRHVR�X�U�BE1
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UGTXGT��������������

RU�WKH�DXWKHQWLFDWHG�YHUVLRQ�DGGHG�LQ�Unix-like Platforms: MD5 Authenticated NTP Client Setup�

UGTXGT���������������MG[��

Configure NTP Client for Multicast
<RX�PXVW�HGLW�WKH�ntp.conf�¿OH�ZKLFK�PVRF��WKH�173�GDHPRQ��ORRNV�IRU�E\�GHIDXOW�LQ�WKH�WKH�/etc�
GLUHFWRU\���$QG�DGG�WKHVH�OLQHV�IRU�PXOWLFDVW�

OWNVKECUVENKGPV����������

RU�IRU�,3Y���

OWNVKECUVENKGPV�HH�������

,I�\RX�DUH�QRW�XVLQJ�0'��DXWKHQWLFDWLRQ��\RX�ZRXOG�DGG�WKHVH�OLQHV�

FKUCDNG�CWVJ
OWNVKECUVENKGPV����������

RU�IRU�,3Y���

FKUCDNG�CWVJ
OWNVKECUVENKGPV�HH�������

<RX�PD\�UHPRYH�WKH�OLQH�DGGHG�SUHYLRXVO\�LQ�Unix-like Platforms: Basic NTP Client Setup8QL[�OLNH�3ODWIRU��&Oʒ׀Ԡր�6HWXS
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 Security
)RU�8QL[�OLNH�SODWIRUPV�\RX�FDQ�FRQ¿JXUH�\RXU�173�FOLHQWV�IRU�VHFXUH�0'��DXWKHQWLFDWLRQ���6HH�
Unix-like Platforms:  MD5 Authenticated NTP Client Setup���<RX�FDQ�DOVR�UHVWULFW�173�TXHU\�DF�
FHVV���VHH�EHORZ�
�

Restrict NTP Query Access 
7KH�1HWZRUN�7LPH�3URWRFRO��173��LPSOHPHQWDWLRQ�LQ�6RQRPD�LV�EXLOW�IURP�WKH�UHIHUHQFH�GLVWULEXWLRQ�
DW�

� QZWLPH�RUJ�GRZQORDGV�

%\�IDFWRU\�GHIDXOW��UHPRWH�FRQWURO�DQG�TXHU\�RI�WKH�173�GDHPRQ�PVRF�LV�GLVDEOHG���4XHU\�RQO\�
RSHUDWLRQ�LV�VXSSRUWHG�RQO\�IURP�SURFHVVHV�UXQQLQJ�RQ�6RQRPD�LWVHOI��L�H��IURP�WKH�localhost���7KLV�
UHVWULFWV�DFFHVV�WR�PVRF�IURP�UHPRWH�KRVWV�XVLQJ�HLWKHU�RI�WKH�WZR�173�FRPSDQLRQ�XWLOLWLHV�PVRS�DQG�
PVRFE�

&RQWURO�YLD�WKHVH�WZR�XWLOLWLHV�LV�GLVDEOHG�LQ�WKH�/etc/ntp.conf�¿OH�LQ�WZR�ZD\V���)LUVW��0'��DXWKHQWLFD�
WLRQ�NH\V�DUH�QRW�GH¿QHG�IRU�FRQWURO�RSHUDWLRQ�YLD�D�requestkey�RU�controlkey�GHFODUDWLRQ���6HFRQG��
WKLV�GHIDXOW�DGGUHVV�UHVWULFWLRQ�OLQH�LV�SUHVHQW�LQ�WKH�¿OH�

TGUVTKEV�FGHCWNV�PQOQFKH[�PQSWGT[�PQRGGT
TGUVTKEV�����������PQOQFKH[
TGUVTKEV������PQOQFKH[

7KH�¿UVW�OLQH�HOLPLQDWHV�FRQWURO�DQG�TXHU\�DFFHVV�IURP�$//�KRVWV���7KH�VHFRQG�DQG�WKLUG�OLQHV�GLVDEOH�
WKH�ORFDOKRVW�IURP�PDNLQJ�DQ\�PRGL¿FDWLRQV�WR�WKH�PVRF�GDHPRQ��EXW�TXHU\�DFFHVV�LV�QRW�DIIHFWHG�
E\�WKLV�UHVWULFWLRQ���7KHVH�OLQHV�PXVW�QRW�EH�UHPRYHG��DV�WKH\�DUH�QHFHVVDU\�IRU�YDULRXV�PRQLWRULQJ�
SURFHVVHV�UXQQLQJ�RQ�6RQRPD�WR�IXQFWLRQ�SURSHUO\�

.QRZOHGJDEOH�173�XVHUV�ZKR�ZRXOG�OLNH�WR�FXVWRPL]H�WKH�VHFXULW\�DVSHFWV�RI�WKH�FRQ¿JXUDWLRQ�RI�
WKH�173�GDHPRQ�LQ�6RQRPD�VKRXOG�HGLW�WKH /etc/ntp.conf�¿OH�GLUHFWO\�DQG�WKHQ�FRS\�LW�WR�WKH�/boot/etc�
GLUHFWRU\���%H�VXUH�WR�UHWDLQ�WKH�RZQHUVKLS�DQG�SHUPLVVLRQV�RI�WKH�RULJLQDO�¿OH�E\�XVLQJ�ER�ŌR�ZKHQ�
SHUIRUPLQJ�WKH�FRS\�

CAUTION

If you are planning to make changes to the /etc/ntp.conf file, you must NOT restrict query access from 
the local host to the NTP daemon.  Various system monitoring processes running on the system require this 
access.

$Q�H[DPSOH�IROORZV�ZKLFK�VKRZV�KRZ�WR�DOORZ�TXHU\�DFFHVV�IURP�D�VSHFL¿F�UHPRWH�KRVW�ZLWK�,3�DG�
GUHVV��������������ZKLOH�DOVR�DOORZLQJ�SURFHVVHV�UXQQLQJ�RQ�6RQRPD�WR�KDYH�TXHU\�DFFHVV�DV�ZHOO�

TGUVTKEV�FGHCWNV�PQSWGT[�PQOQFKH[�PQRGGT
TGUVTKEV�����������PQOQFKH[
TGUVTKEV������PQOQFKH[
TGUVTKEV��������������PQOQFKH[

https://www.nwtime.org/downloads
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7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN�



http://ptpd.sourceforge.net
http://www.nist.gov/el/isd/ieee/ieee1588.cfm
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 Two Gigabit Ports

7KH�373�GDHPRQ�VWDWXV�DQG�FRQ¿JXUDWLRQ�LV�VXSSRUWHG�IURP�WZR�373�FRPSDQLRQ�XWLOLWLHV�RVRUVCVZ�

DQG�RVREQPHKIZ��ZKHUH�[�LV�QHWZRUN�SRUW����GVJ���RU����GVJ�����7KH�IROORZLQJ�WDEOH�VKRZV�WKH�
6RQRPD�XWLOLWLHV�WKDW�SHUWDLQ�WR�373��

Daemon Status Configuration
373 RVRF�

RVRF�
RVRUVCV�
RVRUVCV�

RVREQPHKI�
RVREQPHKI�

373�FDQ�EH�HQDEOHG�RQ�RQH�RU�ERWK�QHWZRUN�SRUWV��GVJ��DQG�GVJ�����,I�373�LV�HQDEOHG�RQ�RQO\�RQH�
SRUW��WKHQ�GVJ��LV�WKH�QHWZRUN�SRUW�LGHQWL¿HU�DQG�\RX�ZRXOG�XVH�RVRUVCV��DQG�RVREQPHKI��IRU�
373�VWDWXV�DQG�FRQ¿JXUDWLRQ���,I�373�LV�HQDEOHG�RQ�ERWK�SRUWV��WKHQ�ERWK�GVJ��DQG�GVJ��ZLOO�EH�XVHG�

 PTP Configuration 
 and Status

7KH�GHIDXOW�373�FRQ¿JXUDWLRQ�VHWWLQJV�LQ�WKH�6RQRPD�DUH�VKRZQ�EHORZ���,I�\RX�QHHG�WR�PRGLI\�WKHVH�
VHWWLQJV�WKHQ�\RX�ZLOO�QHHG�WR�UHFRQ¿JXUH�WKH�373�6XEV\VWHP���<RX�PD\�SHUIRUP�WKH�FRQ¿JXUDWLRQ�
IURP�HLWKHU�D�VGNPGV�RU�UUJ
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PTP Configuration Using the Network or Serial Port
7KH�RVREQPHKI��RU�RVREQPHKI��FRPPDQG�VWDUWV�DQ�LQWHUDFWLYH�VKHOO�VFULSW�WKDW�ZLOO�DOORZ�\RX�WR�
FRQ¿JXUH�WKH�373�6XEV\VWHP�RI�WKH�6RQRPD���<RX�ZLOO�EH�SURPSWHG�WR�VHW�373�SDUDPHWHUV�DV�IRO�
ORZV�

� (7+�3RUW�� � � ��RU��
� 6\QF�,QWHUYDO��3HU�6HFRQG��� ���������������������������
� $QQRXQFH�,QWHUYDO��6HFRQGV��� ������������RU����
� 3ULRULW\���� � � �����
� 3ULRULW\���� � � �����
� 'HOD\�0HFKDQLVP���� � (�(�RU�3�3
� 'RPDLQ��� � � �����
� 373�7LPH�0RGH��� � 87&�RU�373
� 373�77/��� � � �����
� 7UDQVPLVVLRQ�0RGH�� � 0XOWLFDVW�RU�+\EULG

2QH�¿OH�LV�PRGL¿HG�IRU�HDFK�SRUW���(LWKHU/etc/ptp0.conf�IRU�GVJ��RU�/etc/ptp1.conf�IRU�GVJ����7KHVH�
DUH�QRQ�YRODWLOH�¿OHV�VWRUHG�LQ�WKH�)/$6+�GLVN�/boot/etc�GLUHFWRU\���<RX�PXVW�UHERRW�WKH�6RQRPD�DIWHU�
UXQQLQJ�WKLV�VFULSW�IRU�WKH�FKDQJHV�WR�WDNH�HIIHFW�

7KH�IROORZLQJ�LV�D�WUDQVFULSW�RI�WKH�TXHVWLRQ�DQG�DQVZHU�FRQ¿JXUDWLRQ�XWLOLW\�SURYLGHG�E\�RVREQP�

HKI��QT�RVREQPHKI����7KH�XVHU�HQWHUHG�SDUDPHWHUV�DUH�VKRZQ�LQ�D�ODUJHU�IRQW�
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���262�2TKQTKV[��%QPHKIWTCVKQP

5GV�VJG�262�2TKQTKV[��XCNWG�
����������

���262�&GNC[�/GEJCPKUO�'�'�QT�2�2

5GV�VJG�262�&GNC[�/GEJCPKUO�
'�'�QT�2�2��2�2

���262�&QOCKP�%QPHKIWTCVKQP

5GV�VJG�262�&QOCKP�XCNWG�
��������

���262�6KOG�/QFG�%QPHKIWTCVKQP

5GV�VJG�262�6KOG�/QFG�
76%�QT�262��262

���262�66.�%QPHKIWTCVKQP

5GV�VJG�262�66.�XCNWG�
��������

5GV�VJG�262�6TCPUOKUUKQP�/QFG�
/WNVKECUV�QT�*[DTKF��/WNVKECUV

�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
���6JG�2TGEKUKQP�6KOG�2TQVQEQN�+'''������8��EQPHKIWTCVKQP�JCU�DGGP�WRFCVGF�����
�������������������������������������������������������������������������������
��������������2NGCUG�TG�DQQV�PQY�HQT�VJG�EJCPIGU�VQ�VCMG�GHHGEV����������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������
�������������������������������������������������������������������������������

1RZ�UHERRW�WKH�V\VWHP�E\�LVVXLQJ�WKLV�FRPPDQG�DW�WKH�VKHOO�SURPSW�

TGDQQV

PTP Status Using the Network or Serial Port
7KH�RVRUVCV��RU�RVRUVCV��FRPPDQG�DOORZV�\RX�WR�TXHU\�WKH�VWDWXV�RI�WKH�373�6XEV\VWHP��)RO�
ORZLQJ�LV�WKH�UHVSRQVH�WR�WKLV�FRPPDQG�

8��5+��#+��2���2���&/��&1/��/1&'��66.��%.#55��5%#.'��56#6'��%.-+&��76%�76%8��%#��.����.����66��(6�6/

:KHUH�

9� � LV�WKH�,(((������YHUVLRQ���IRU�WKH������VWDQGDUG�

6,� LV�WKH�373�V\QF�LQWHUYDO��HLWKHU�������������������������������������RU�������VHFRQGV�

$,� LV�WKH�373�DQQRXQFH�LQWHUYDO��HLWKHU�������������RU����VHFRQGV�

3�� LV�WKH�373�SULRULW\���LQ�D�UDQJH�IURP���WR�����

3�� LV�WKH�373�SULRULW\���LQ�D�UDQJH�IURP���WR�����

'0� LV�WKH�373�GHOD\�PHFKDQLVP���HLWKHU�(�(�RU�3�3�
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UTC Time
:KHQ�WKH�373�7LPH�0RGH�LV�VHW�WR�87&��WKHQ�WKHUH�ZLOO�EH�D�RQH�VHFRQG�MXPS�LQ�WLPH�ZKHQ�D�OHDS�
VHFRQG�LQVHUWLRQ�RFFXUV���,I�WKH�373�VODYH�GRHV�QRW�DFFRXQW�IRU�WKLV��LW�ZLOO�DOVR�MXPS���$YRLG�WKLV�E\�
XVLQJ�373�7LPH�0RGH�

 Multiport PTP
:KHQ�RQO\�RQH�373�RSWLRQ�LV�HQDEOHG�LW�ZLOO�EH�FRQ¿JXUHG�IRU�GVJ��373�'RPDLQ�����,I�D�VHFRQG�373�
RSWLRQ�LV�HQDEOHG�WKHQ�LW�ZLOO�EH�FRQ¿JXUHG�IRU�GVJ��373�'RPDLQ�����7KLV�FRQ¿JXUDWLRQ�ZLOO�DOORZ�
373�WR�UXQ�DV�PDVWHU�RQ�ERWK�SRUWV�

,I�WKH�373�'RPDLQ�LV�FRQ¿JXUHG�DV�WKH�VDPH�YDOXH�IRU�ERWK�SRUWV��IRU�H[DPSOH��373�'RPDLQ���RQ�
GVJ��DQG�373�'RPDLQ���RQ�GVJ���WKHQ�GVJ��3RUW�6WDWH�ZLOO�EH�PDVWHU�DQG�GVJ��3RUW�6WDWH�ZLOO�EH�
OLVWHQLQJ�

 Disable the
 PTP Protocol

7KH�LQVWUXFWLRQV�EHORZ�DVVXPH�WKDW�WKH�373�2SWLRQ�KDV�EHHQ�LQVWDOOHG�RQ�3RUW����GVJ���RI�\RXU�6R�
QRPD���7R�FKHFN��VHH�WKH�VHFWLRQ�WLWOHG�Option�DW�WKH�EHJLQQLQJ�RI�WKLV�FKDSWHU�

7R�GLVDEOH�WKH�3UHFLVLRQ�7LPH�3URWRFRO�RQ�3RUW���LVVXH�WKH�IROORZLQJ�FRPPDQG�

� EJOQF��Z��GVE�TE�F�TE�RVRF�

&RS\�WKH�rc.ptpd0�¿OH��WR�WKH�QRQ�YRODWLOH�)/$6+�DUHD�OLNH�WKLV�

� ER��R��GVE�TE�F�TE�RVRF���DQQV�GVE�TE�F

7KHQ�

� TGDQQV

2QFH�373�KDV�EHHQ�GLVDEOHG��WKH�XVHU�LQWHUIDFH�ZLOO�QR�ORQJHU�VKRZ�WKH�H[LVWHQFH�RI�373��

Re-Enable PTP
7R�UH�HQDEOH�373�RQ�3RUW����UHPRYH�WKH�rc.ptpd0�¿OH�IURP�WKH�/etc/rc.d�GLUHFWRU\�DV�VKRZQ�EHORZ�

� TO��DQQV�GVE�TE�F�TE�RVRF�

7KHQ�

� TGDQQV

NOTE

 If PTP is also installed on Port 1, then follow the instructions above using rc.ptpd1.
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S E C U R I T Y

• 'LUHFW�root�ORJLQV�DUH�RQO\�SHUPLWWHG�RQ�WKH�ORFDO�56�����FRQVROH�RU�YLD�66+�

• 7KH�VHFXUH�FRS\�XWLOLW\��UER��HOLPLQDWHV�WKH�QHHG�WR�XVH�WKH�LQVHFXUH�)73�SURWRFRO�IRU�WUDQVIHUULQJ�
SURJUDP�XSGDWHV�WR�WKH�6RQRPD�

• Ǿ773�DFFHVV�IRU�V\VWHP�PRQLWRULQJ�RQO\��LV�DOORZHG�RQO\�YLD�66/��VR�SDVVZRUGV�DQG�VHVVLRQ�GDWD�
DUH�HQFU\SWHG�RQ�WKH�ZLUH���$FFHVV�YLD�+7736�PD\�EH�UHVWULFWHG�RU�FRPSOHWHO\�GLVDEOHG���6HH�Restrict 
Access - HTTPS�DQG�Disable SNMP, SSH and HTTPS�EHORZ�

• 6103�DFFHVV�IRU�V\VWHP�PRQLWRULQJ�RQO\��LV�FRQ¿JXUDEOH�WR�SURYLGH�WKH�VHFXULW\�RI�WKH�ODWHVW�YHU�
VLRQ���,QWHUQHW�VWDQGDUG�ZKLFK�VXSSRUWV�ERWK�YLHZ�EDVHG�DFFHVV�FRQWURO�DQG�XVHU�EDVHG�VHFXULW\�XVLQJ�
PRGHUQ�HQFU\SWLRQ�WHFKQLTXHV���3UHYLRXV�YHUVLRQV�Y��DQG�Y�F�VXSSRUWHG�DFFHVV�FRQWURO�HVVHQWLDOO\�
YLD�SDVVZRUGV�WUDQVPLWWHG�RYHU�WKH�QHWZRUN�LQ�SODLQ�WH[W���5HIHU�WR�Chapter 6 - SNMP DQG Restrict 
Access - Telnet, SSH and SNMP �EHORZ��IRU�GHWDLOV���6103�PD\�DOVR�EH�FRPSOHWHO\�GLVDEOHG���6HH�
Disable SNMP, SSH and HTTPS�EHORZ�

• ,QGLYLGXDO�KRVW�DFFHVV�WR�SURWRFRO�VHUYHU�GDHPRQV�KP�VGNPGVF��UPORF�RU�UUJF�DUH�FRQWUROOHG�E\�
GLUHFWLYHV�FRQWDLQHG�LQ�WKH�¿OHV�/etc/hosts.allow�DQG�/etc/hosts.deny��ZKLFK�DUH�FRQ¿JXUHG�XVLQJ�WKH�
LQWHUDFWLYH�VFULSW�CEEGUUEQPHKI��6HH�Restrict Access - Telnet, SSH and SNMP�EHORZ�

• ,QVHFXUH�SURWRFROV�OLNH�7LPH��'D\WLPH�DQG�7HOQHW�PD\�EH�FRPSOHWHO\�GLVDEOHG�E\�FRQ¿JXUDWLRQ�RI�
WKH�KPGVF�VXSHU�VHUYHU�GDHPRQ�XVLQJ�WKH�LQWHUDFWLYH�VFULSW�Wㅄ쀅倄耄态င瀄灚

$
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Restrict Query Access - NTP
7KH�1HWZRUN�7LPH�3U' � D � 8 V ؀ +

http://www.ntp.org




http://www.openssh.com
http://www.openssh.com
http://www.openssh.com
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S E C U R I T Y

6KRXOG�\RX�QHHG�WR�UHSODFH�\RXU�NH\V�DW�DQ\�WLPH��\RX�FDQ�MXVW�UHPRYH�WKH�NH\V�IURP�WKH�/boot/etc/
ssh�GLUHFWRU\�DQG�WKHQ�UHERRW�WKH�6RQRPD���$�QHZ�VHW�RI�KRVW�NH\V�ZLOO�DXWRPDWLFDOO\�EH�JHQHUDWHG�

7R�FRQ¿JXUH�URRW�ORJLQV�WR�\RXU�6RQRPD�YLD�SDVVZRUGOHVV��SXEOLF�NH\�DXWKHQWLFDWLRQ��\RX�PXVW�JHQ�
HUDWH�D�SXEOLF�SULYDWH�SDLU�RI��66+��NH\V�XVLQJ�\RXU�RZQ�VVK�NH\�JHQHUDWLQJ�XWLOLW\��RU�\RX�FDQ�XVH�WKH�
UUJ�MG[IGP�WKDW�LV�UHVLGHQW�RQ�WKH�6RQRPD�¿OH�V\VWHP���<RX�PXVW�WKHQ�DSSHQG�WKH�SXEOLF�NH\�WR�WKH�
/boot/root/.ssh/authorized_keys�¿OH�LQ�WKH�QRQ�YRODWLOH�)/$6+�DUHD�RQ�\RXU�6RQRPD���$W�ERRW�WLPH��
WKH�6RQRPD�ZLOO�FRS\�WKHVH�WR�WKH�DFWXDO�ZRUNLQJ�/root/.ssh�GLUHFWRU\�RI�WKH�V\VWHP�UDPGLVN���7R�XVH�
WKLV�FDSDELOLW\��WKH�FRUUHVSRQGLQJ�SULYDWH�NH\�PXVW�UHVLGH�LQ�WKH�/root/.ssh�GLUHFWRU\�RI�\RXU�UHPRWH�
FRPSXWHU�DV�id_rsa�RU�id_dsa���,I�\RX�DUH�XQIDPLODU�ZLWK�WKLV�SURFHVV��UHIHU�WR�WKH�PDQ�SDJH�IRU�WKH�
UUJ�MG[IGP�XWLOLW\�IRU�GHWDLOV��LVVXH�OCP�UUJ�MG[IGP�DW�WKH�SURPSW�����%H�FDUHIXO�WR�PDLQWDLQ�WKH�
SURSHU�RZQHUVKLS�DQG�DFFHVV�SHUPLVVLRQV�RI�WKH�SULYDWH�NH\�E\�XVLQJ�ER��R�ZKHQ�FRS\LQJ�WKH�¿OH���
,W�0867�EH�UHDGDEOH�RQO\�E\�root���

$GYDQFHG�XVHUV�ZLVKLQJ�WR�PRGLI\�WKH�RYHUDOO�FRQ¿JXUDWLRQ�RI�WKH�UUJF�GDHPRQ�VKRXOG�HGLW�WKH�
/etc/ssh/sshd_config�¿OH�DQG�WKHQ�FRS\�LW�WR�WKH�/boot/etc/ssh�GLUHFWRU\�RI�WKH�6RQRPD���%H�FDUHIXO�WR�
PDLQWDLQ�WKH�SURSHU�RZQHUVKLS�DQG�DFFHVV�SHUPLVVLRQV�E\�XVLQJ�ER��R�ZKHQ�FRS\LQJ�WKH�¿OH���$W�
ERRW�WLPH��LW�ZLOO�EH�FRSLHG�WR�WKH�/etc/ssh�GLUHFWRU\�RI�WKH�V\VWHP�UDPGLVN��WKHUHE\�UHSODFLQJ�WKH�IDF�
WRU\�GHIDXOW�FRQ¿JXUDWLRQ�¿OH�

�
 HTTPS

7KH�+7736�VHUYHU�LQ�WKH�6RQRPD�LV�EXLOW�IURP�WKH�VWDQGDUG�$SDFKH�YHUVLRQ��������GLVWULEXWLRQ�IURP�

�� KWWSG�DSDFKH�RUJ�

,W�XVHV�+7736��+773�RYHU�66/��ZLWK�PRGBVVO��WKH�$SDFKH�LQWHUIDFH�WR�2SHQ66/���)RU�PRUH�LQIRU�
PDWLRQ�DERXW�WKLV�SURWRFRO��UHIHU�WR�

� PRGVVO�RUJ

127(���7R�GLVDEOH�WKH�+7736�SURWRFRO�VHH�Disable SNMP, SSH and HTTPS�DERYH���7R�UHVWULFW�DF�
FHVV�VHH�Restrict Access - HTTPS�DERYH�

+773�DQG�66/�XVH�¿OHV�IRU�WKH�GHIDXOW�FRQ¿JXUDWLRQ�ORFDWHG�LQ�/etc/httpd���2I�WKHVH��\RX�ZLOO�W\SL�
FDOO\�RQO\�QHHG�WR�� 者瀉礈IIԾ

��SVざV�VHH�

http://httpd.apache.org
http://www.modssl.org
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EF��DQQV�GVE�JVVRF

QRGPUUN�TGS��PGY��Z�����PQFGU��QWV�UGTXGT�ETV��MG[QWV�UGTXGT�MG[

7KH�WZR�¿OHV�ZLOO�EH�FUHDWHG�LQ�WKH�/boot/etc/httpd�GLUHFWRU\���<RX�PXVW�UHERRW�WKH�6RQRPD�IRU�WKHP�
WR�WDNH�HIIHFW���$Q�H[FHOOHQW�ERRN�ZKLFK�GHVFULEHV�RSHUDWLRQ�DQG�FRQ¿JXUDWLRQ�RI�WKH�YDULRXV�+7736�
GLUHFWLYHV�DQG�66/�FRQ¿JXUDWLRQ�LV��

 Professional Apache��:DLQZULJKW��:UR[�3UHVV��������

 NTP
<RX�FDQ�FRQ¿JXUH�\RXU�173�FOLHQWV�IRU�VHFXUH�0'��DXWKHQWLFDWLRQ���6HH�Chapter 3 - NTP, Unix-like 
Platforms:  MD5 Authenticated NTP Client Setup�RU�Chapter 3 - NTP, Windows: MD5 Authenti-
cated NTP Client Setup���<RX�FDQ�DOVR�UHVWULFW�173�TXHU\�DFFHVV���6HH�Restrict Query Access - NTP�
LQ�WKLV�FKDSWHU�

 Network Security 
 Vulnerabilities

(QG5XQ�DGGUHVVHV�PDMRU�QHWZRUN�VHFXULW\�YXOQHUDELOLWLHV�WKDW�DIIHFW�6RQRPD�DW�WKH�WRS�RI�WKLV�ZHE�
SDJH�

� HQGUXQWHFKQRORJLHV�FRP�IVE�KWP

7KLV�$SSOLFDWLRQ�1RWH�GHVFULEHV�EHVW�SUDFWLFHV�WR�VHFXUH�\RXU�WLPH�VHUYHU�DQG�PLWLJDWH�PDQ\�QHWZRUN�
VHFXULW\�YXOQHUDELOLWLHV�

� HQGUXQWHFKQRORJLHV�FRP�SGI�$SS1RWH6HFXULW\�SGI

http://www.endruntechnologies.com/fsb.htm
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf


http://www.net-snmp.org
http://www.net-snmp.org
http://www.net-snmp.org
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 Enterprise Management 
 Information Base (MIB)

,Q�DGGLWLRQ�WR�SURYLGLQJ�WKH�6103�YDULDEOHV�FRQWDLQHG�LQ�0,%�,,�DV�GHVFULEHG�LQ�5)&�������(QG5XQ�
7HFKQRORJLHV�KDV�LPSOHPHQWHG�DQ�HQWHUSULVH�0,%�XVLQJ�WKH�V\QWD[�RI�WKH�60,�YHUVLRQ����60,Y���DV�





S o n o m a  U s e r  M a n u a l48

C H A P T E R  S I X

49 S o n o m a  U s e r  M a n u a l

S I M P L E  N E T W O R K  M A N A G E M E N T  P R O T O C O L  ( S N M P )

�

After editing /etc/snmpd.conf, you must copy it to the /boot/etc directory and reboot the system.  It is 
very important to retain the access mode for the file (readable only by root), so be sure to use�ER��R 
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)LHOG�� )LHOG�1DPH� � )LHOG�9DOXH
�� � XVP8VHU� � XVP8VHU
�� � XVP6WDWXV� � >D�QXPEHU��PRVW�OLNHO\���@
�� � XVHU6WRUDJH7\SH� � >D�QXPEHU��PRVW�OLNHO\���@
�� � HQJLQH,'� � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@
�� � QDPH� � � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@
�� � VHF1DPH� � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@
�� � FORQH)URP� � >18//��XQOHVV�XVHU�ZDV�FUHDWHG�IURP�D�FORQH@
�� � DXWK3URWRFRO� � >D�GRWWHG�QXPEHU�UHSUHVHQWLQJ��0'���6+$��³³@
�� � DXWK.H\� � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@
��� SULY3URWRFRO� � >D�GRWWHG�QXPEHU�UHSUHVHQWLQJ��'(6��$(6��³�³@
��� SULY.H\� � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@
��� XVHU3XEOLF6WULQJ� � >�[�IROORZHG�E\�D�QXPEHU�VWULQJ�KDVK@

UPORVTCR�UHTXLUHV��GHSHQGLQJ�RQ�WKH�OHYHO�RI�VHFXULW\��WKH�XVH�RI�¿HOGV�����������������DQG������<RXU�
6103�PDQDJHPHQW�VWDWLRQ�V��ZLOO�QHHG�WR�EH�FRQ¿JXUHG�WR�KDQGOH�WKHVH�KDVKHG�YDOXHV�

$GGLWLRQDOO\��LQ�/etc/snmptraps.conf�\RX�ZLOO�QHHG�WR�FKDQJH�WKH�VHWWLQJ�IRU�9��WR�21���&RS\�
snmptraps.conf�WR�/boot/etc/�DIWHU�\RX�KDYH�PDGH�WKRVH�FKDQJHV�VR�VHWWLQJV�ZLOO�EH�VDYHG�WKURXJK�
UHERRWV�ZLWK�cp -a snmptraps.conf /boot/etc/snmptraps.conf�

<RX�VKRXOG�OHDYH�9�9�&�VHW�WR�21�XQWLO�\RX�YHULI\�WKDW�\RX�FDQ�UHFHLYH�6103Y��QRWL¿FDWLRQV�LQ�
IRUPV���7KHQ�\RX�FDQ�FKDQJH�WKH�YDOXH�WR�2))�

Example of usmUser Record

7KH�LPDJH�DERYH�VKRZV�DQ�H[DPSOH�RI�D�XVP8VHU�UHFRUG��ZKHUH�WKH�¿HOGV�DUH�

)LHOG�� ([DPSOH�)LHOG�9DOXH
��	���� KDVKHG�IURP�WKH�YDOXH�root�
�� � 0'�
��� � KDVKHG�IURP�WKH�YDOXH�endrun_1
���� '(6
��� KDVKHG�IURP�WKH�YDOXH�endrun_1

 Disable or
 Restrict Access

7R�GLVDEOH�6103��VHH�Chapter 5 - Security, Disable SNMP, SSH and HTTPS���7R�UHVWULFW�DFFHVV�WR�
VSHFL¿F�KRVWV�VHH�Chapter 5 - Security, Restrict Access - Telnet, SSH and SNMP�



http://httpd.apache.org
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http://www.endruntechnologies.com/pdf/USM3027-0000-000.pdf
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:*6����/DVW�3RVLWLRQ�)L[
/DWLWXGH�� � 7KHVH�¿HOGV�VKRZ�LQIRUPDWLRQ�IRU�WKH�PRVW�UHFHQW�SRVLWLRQ�¿[���7KH�:*6���
/RQJLWXGH�� � ODWLWXGH�DQG�ORQJLWXGH�LQ�GHJUHHV��PLQXWHV��VHFRQGV�IRUPDW�DQG�WKH�KHLJKW�DERYH�
+HLJKW� � WKH�:*6����UHIHUHQFH�HOOLSVRLG�LQ�PHWHUV�LV�VKRZQ���5HIHU�WR�Appendix D - 
   Installing the GPS Antenna, About WGS-84�

*36�87&�$OPDQDF�,QIR
7KHVH�¿HOGV�VKRZ�WKH�,&'�*36�����DOPDQDF�SDUDPHWHUV�ZKLFK�DUH�XVHG�WR�UHODWH�*36�WLPH�WR�87&��

/6��/6)� � 7KHVH�¿HOGV�FRQWDLQ�WKH�FXUUHQW�OHDS�VHFRQG�DQG�IXWXUH�OHDS�VHFRQG�YDOXHV�

:1/6)��'1� 7KHVH�¿HOGV�VKRZ�WKH�*36�ZHHN�QXPEHU�DQG�GD\�QXPEHU�RI�ZHHN�DW�WKH�HQG�RI�
� � � ZKLFK�WKH�IXWXUH�OHDS�VHFRQG�ZLOO�WDNH�HIIHFW���7KLV�FRXOG�EH�LQ�WKH�SDVW�LIV�



S o n o m a  U s e r  M a n u a l58

C H A P T E R  S E V E N

59 S o n o m a  U s e r  M a n u a l

H T T P S  I N T E R F A C E

7LPH�'HYLDWLRQ� 7KLV�¿HOG�VKRZV�WKH�WLPH�GHYLDWLRQ��7'(9��RI�WKH�RIIVHW�PHDVXUHPHQWV�LQ�
� � � VHFRQGV���7KH�WDX�DVVRFLDWHG�ZLWK�WKLV�PHDVXUHPHQW�LV�RQH�VHFRQG��ZKLFK�LV�WKH�
� � � XSGDWH�LQWHUYDO�RI�WKH�SRVLWLRQ�¿[HV�UHFHLYHG�IURP�WKH�*36�5HFHLYHU�

2VFLOODWRU�� � 7KLV�¿HOG�VKRZV�WKH�UHJUHVVLRQ�FRPSXWHG�V\VWHP�RVFLOODWRU�DJHLQJ�UDWH�SHU�GD\�
$JHLQJ�5DWH� �VHYHUDO�KRXUV�GHOD\�EHIRUH�WKH�¿UVW�PHDVXUHPHQWV�DUH�GLVSOD\HG��

&RQWURO�/RRS�7$8� 7KLV�¿HOG�VKRZV�WKH�V\VWHP�RVFLOODWRU�FRQWURO�ORRS�DYHUDJLQJ�WLPH�FRQVWDQW��LQ
� � � VHFRQGV���,W¶V�YDOXH�LV�DXWRPDWLFDOO\�DGMXVWHG�WR�PDLQWDLQ�RSWLPXP�RIIVHW�DQG
� � � VWDELOLW\�

&RDVW�'XUDWLRQ� 7KLV�VKRZV�WKH�QXPEHU�RI�VHFRQGV�WKH�*36�6XEV\VWHP�KDV�EHHQ�LQ�FRDVW�PRGH�
� � � ZKLOH�WKH�6RQRPD�LV�XQORFNHG�WR�*36���&RDVW�PRGH�LV�DQRWKHU�WHUP�IRU�KROGRYHU
� � � PRGH�

(VWLPDWHG�7LPH� 7KLV�LV�WKH�HVWLPDWHG�WLPH�HUURU�RI�WKH�*36�6XEV\VWHP�ZKHQ�LQ�FRDVW�KROGRYHU
(UURU� � PRGH��LQ�VHFRQGV�

,QWHUQDO�&KDVVLV� ,QWHUQDO�FKDVVLV�WHPSHUDWXUH�LQ��&���$YDLODEOH�ZLWK�2&;2�RU�5XELGLXP
7HPSHUDWXUH� RVFLOODWRUV�

Clock Page
7KLV�SDJH�VKRZV�WKH�FRQ¿JXUDWLRQ�RI�WKH�6RQRPD�7LPH�6HUYHU�H[FHSW�IRU�DQ\�RSWLRQDO�,�2�ZKLFK�LV�
OLVWHG�RQ�WKH�,�2�SDJH���

&ORFN�&RQ¿JXUDWLRQ
7LPH�0RGH� 7KLV�¿HOG�VKRZV�WKH�FXUUHQW�WLPH�PRGH�VHWWLQJ���3RVVLEOH�VHWWLQJV�DUH�87&��*36�
� � � DQG�/RFDO���6LQFH�173�DOZD\V�XVHV�87&��WKLV�VHWWLQJ�RQO\�DIIHFWV�WKH�IURQW�
� � � SDQHO�GLVSOD\�DQG�DQ\�RSWLRQDO�7LPH�&RGH�RU�6HULDO�7LPH�RXWSXWV���)RU�H[DPSOH��
� � � LI�WKLV�¿HOG�VKRZV�/RFDO��WKHQ�WKH�WLPH�VKRZQ�RQ�WKH�IURQW�SDQHO�GLVSOD\�ZLOO�EH�
� � � /RFDO�WLPH�EXW�173�ZLOO�UHPDLQ�DW�87&�WLPH���7R�FKDQJH�WKH�WLPH�PRGH�VHWWLQJ
� � � XVH�WKH�U[UVKOGOQFGEQPHKI�FRPPDQG�YLD�WKH�FRQVROH�SRUW�

7LPH�=RQH� � 7KLV�¿HOG�VKRZV�WKH�RIIVHW�IURP�87&�DQG�LV�RQO\�YDOLG�ZKHQ�WKH�7LPH�0RGH�LV
2IIVHW� � /RFDO���$�SRVLWLYH�7LPH�=RQH�2IIVHW�LPSOLHV�D�ORQJLWXGH�HDVW�RI�WKH�*UHHQZLFK
� � � PHULGLDQ���7R�FKDQJH�WKH�WLPH�]RQH�XVH�WKH�U[UVKOGOQFGEQPHKI�FRPPDQG�

'D\OLJKW�6DYLQJV� 7KLV�¿HOG�ZLOO�VKRZ�ZKHWKHU�'67�FRQWURO�LV�HQDEOHG�RU�QRW��
7LPH� � '67�¿HOGV�DUH�RQO\�XVHG�ZKHQ�WKH�7LPH�0RGH�LV�/RFDO�

'67�6WDUW�� � 7KHVH�¿HOGV�ZLOO�RQO\�GLVSOD\�LI�WKH�'D\OLJKW�6DYLQJV�7LPH�¿HOG�DERYH�VKRZV
'67�(QG� � HQDEOHG���,I�HQDEOHG��WKHQ�WKHVH�¿HOGV�VKRZ�ZKHQ�'67�VWDUWV�DQG�HQGV�GXULQJ�WKH
� � � \HDU���)RU�H[DPSOH��LQ�PRVW�RI�WKH�8�6�$��WKH�'67�6WDUW�7LPH�LV�WKH��QG�6XQGD\
� � � LQ�0DUFK�DW���D�P���7KH�'67�(QG�7LPH�LV�WKH��VW�6XQGD\�LQ�1RYHPEHU�DW��
� � � D�P���'67�VHWWLQJV�DUH�XVHG�ZKHQ�WKH�WLPH�PRGH�LV�/RFDO���7R�FKDQJH�WKH�'67
� � � VHWWLQJV�XVH�WKH�U[UVKOGOQFGEQPHKI�FRPPDQG�
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Network: IPv6 Page
7KLV�SDJH�VKRZV�LQIRUPDWLRQ�UHODWHG�WR�WKH�,3Y��QHWZRUN�SDUDPHWHUV���)RU�PRUH�LQIRUPDWLRQ�RQ�,3Y���
VHH�Chapter 8 - IPv6 Information�

Network: DNS Page
7KLV�SDJH�VKRZV�WKH�,3�DGGUHVVHV�RI�WKH�SULPDU\�DQG�VHFRQGDU\�GRPDLQ�QDPH�VHUYHUV�

Network: MAC Address Page
7KLV�SDJH�VKRZV�WKH�PHGLD�DFFHVV�FRQWURO��0$&��DGGUHVV�IRU�ERWK�(WKHUQHW�SRUWV��GVJ��DQG�GVJ���

NTP Page
7KH�173�6WDWXV�SDJH�VKRZV�DOO�LQIRUPDWLRQ�UHODWHG�WR�173�RSHUDWLRQ��

173�6WDWXV
6WDWXV� � 7KH�VWUDWXP�¿HOG�KDV�VHYHUDO�SRVVLEOH�YDOXHV�
� � � 6WUDWXP���� 7KH�VHUYHU�LV�IXOO\�V\QFKURQL]HG�DQG�DFFXUDWH�6WUDWXP���섀

� � �
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Firmware: Firmware Status Page
7KH�¿UPZDUH�VWDWXV�SDJH�VKRZV�SDUW�QXPEHUV�DQG�UHYLVLRQV�IRU�6RQRPD�¿UPZDUH�

)LUPZDUH�6WDWXV
/LQX[�5)6�31�� 7KHVH�¿HOGV�VKRZ�WKH�/LQX[�URRW�¿OH�V\VWHP�SDUW�QXPEHU��YHUVLRQ�	�GDWH�
/LQX[�5)6�9HUVLRQ

/LQX[�.HUQHO�31�� 7KHVH�¿HOGV�VKRZ�WKH�/LQX[�NHUQHO�SDUW�QXPEHU��YHUVLRQ�	�GDWH�
/LQX[�.HUQHO�9HUVLRQ

*36�6XEV\VWHP� 7KLV�¿HOG�VKRZV�WKH�*36�6XEV\VWHP�¿UPZDUH�YHUVLRQ�
)LUPZDUH

*36�6XEV\VWHP� 7KLV�¿HOG�VKRZV�WKH�*36�6XEV\VWHP�)LHOG�3URJUDPPDEOH�*DWH�$UUD\��)3*$�
)3*$� � YHUVLRQ���

Firmware: Linux RFS Upgrade Page
7KLV�SDJH�LV�XVHG�IRU�XSJUDGLQJ�WKH�/LQX[�5)6�¿UPZDUH���<RX�PXVW�EH�ORJJHG�LQ�DV�³URRW´�LQ�RUGHU�WR�
KDYH�DFFHVV�WR�WKLV�SDJH���7KH�ODWHVW�UHOHDVHG�YHUVLRQV�RI�6RQRPD�¿UPZDUH�DUH�IUHHO\�DYDLODEOH�RQ�WKH�
(QG5XQ�7HFKQRORJLHV�ZHEVLWH���)RU�GHWDLOHG�LQIRUPDWLRQ�RQ�KRZ�WR�SHUIRUP�WKH�XSJUDGH�HLWKHU�YLD�WKH�
QHWZRUN�SRUW��WKH�VHULDO�SRUW��RU�WKH�+7736�LQWHUIDFH�VHH�Appendix B - Upgrading The Firmware���

Firmware: Linux Kernel Upgrade
7KLV�SDJH�LV�XVHG�IRU�XSJUDGLQJ�WKH�/LQX[�NHUQHO�¿UPZDUH���<RX�PXVW�EH�ORJJHG�LQ�DV�³URRW´�LQ�RUGHU�
WR�KDYH�DFFHVV�WR�WKLV�SDJH���7KH�ODWHVW�UHOHDVHG�YHUVLRQV�RI�6RQRPD�¿UPZDUH�DUH�IUHHO\�DYDLODEOH�RQ�
WKH�(QG5XQ�7HFKQRORJLHV�ZHEVLWH���)RU�GHWDLOHG�LQIRUPDWLRQ�RQ�KRZ�WR�SHUIRUP�WKH�XSJUDGH�HLWKHU�YLD�
WKH�QHWZRUN�SRUW��WKH�VHULDO�SRUW��RU�WKH�+7736�LQWHUIDFH�VHH�Appendix B - Upgrading The Firm-
ware���

Firmware: GPS Subsystem Upgrade Page
7KLV�SDJH�LV�XVHG�IRU�XSJUDGLQJ�WKH�¿UPZDUH���<RX�PXVW�EH�ORJJHG�LQ�DV�³URRW´�LQ�RUGHU�WR�KDYH�
DFFHVV�WR�WKHVH�SDJHV���7KH�ODWHVW�UHOHDVHG�YHUVLRQV�RI�6RQRPD�¿UPZDUH�DUH�IUHHO\�DYDLODEOH�RQ�WKH�
(QG5XQ�7HFKQRORJLHV�ZHEVLWH���)RU�GHWDLOHG�LQIRUPDWLRQ�RQ�KRZ�WR�SHUIRUP�WKH�XSJUDGH�HLWKHU�YLD�WKH�
QHWZRUN�SRUW��WKH�VHULDO�SRUW��RU�WKH�+7736�LQWHUIDFH�VHH�Appendix B - Upgrading The Firmware���

Firmware: GPS Receiver Upgrade Page
This page exists in units shipped after May 2017 (with the EndRun GPS Receiver). �7KLV�SDJH�LV�XVHG�
IRU�XSJUDGLQJ�WKH�¿UPZDUH���<RX�PXVW�EH�ORJJHG�LQ�DV�³URRW´�LQ�RUGHU�WR�KDYH�DFFHVV�WR�WKHVH�SDJHV���
7KH�ODWHVW�UHOHDVHG�YHUVLRQV�RI�6RQRPD�¿UPZDUH�DUH�IUHHO\�DYDLODEOH�RQ�WKH�(QG5XQ�7HFKQRORJLHV�
ZHEVLWH���)RU�GHWDLOHG�LQIRUPDWLRQ�RQ�KRZ�WR�SHUIRUP�WKH�XSJUDGH�HLWKHU�YLD�WKH�QHWZRUN�SRUW��WKH�VH�
ULDO�SRUW��RU�WKH�+7736�LQWHUIDFH�VHH�Appendix B - Upgrading The Firmware���
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Firmware: Reboot Page
7KLV�SDJH�ZLOO�DOORZ�\RX�WR�SHUIRUP�D�VRIWZDUH�UHERRW�RI�ERWK�WKH�/LQX[�6XEV\VWHP�DQG�WKH�*36�
6XEV\VWHP���7KLV�LV�QRUPDOO\�XVHG�DIWHU�D�¿UPZDUH�XSJUDGH�EXW�FDQ�EH�GRQH�DQ\WLPH�\RX�ZLVK�WR�
UHVHW�WKH�6RQRPD�

 Disable or
 Restrict Access

7R�GLVDEOH�+7736��VHH�Chapter 5 - Security, Disable SNMP, SSH and HTTPS���7R�UHVWULFW�DFFHVV�WR�
VSHFL¿F�KRVWV�VHH�Chapter 5 - Security, Restrict Access - HTTPS�
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NTP
%\�GHIDXOW��PVRF�LV�IDFWRU\�FRQ¿JXUHG�WR�OLVWHQ�RQ�ERWK�,3Y��DQG�,3Y��DGGUHVVHV�RQ�DOO�LQWHUIDFHV���
7KLV�PD\�EH�FKDQJHG�E\�HGLWLQJ�/etc/ntp.conf�DQG�DGGLQJ�WKH�GHVLUHG�KPVGTHCEG�GLUHFWLYHV�WR�
DFKLHYH�WKH�GHVLUHG�EHKDYLRU��DQG�WKHQ�FRS\LQJ�LW�WR�/boot/etc���)RU�H[DPSOH��DGGLQJ�WKLV�OLQH�

KPVGTHCEG�KIPQTG�KRX�

ZLOO�FDXVH�QWSG�WR�QRW�ELQG�WR�DQ\�,3Y��DGGUHVVHV���5HIHU�WR�WKH�173�GRFXPHQWDWLRQ�IRU�GHWDLOV�RQ�WKH�
KPVGTHCEG�GLUHFWLYH�

IPv4-Only Protocols
7KHUH�DUH�VHYHUDO�SURWRFROV�UXQQLQJ�RQ�WKH�6RQRPD�ZKLFK�DUH�QRW�,3Y��FDSDEOH��VGNPGV��FOLHQW�DQG�
VHUYHU���HVR�DQG�FJEREF���'XH�WR�WKHLU�LQWULQVLF�LQVHFXULW\��VGNPGV�DQG�HVR�DUH�UDSLGO\�EHLQJ�GHSUH�
FDWHG��DQG�SUREDEO\�KDYH�OLWWOH�EXVLQHVV�UXQQLQJ�RYHU�DQ�,3Y��QHWZRUN���7KH�DGGUHVV�DXWRFRQ¿JXUDWLRQ�
FDSDELOLWLHV�RI�,3Y��DORQJ�ZLWK�WKH�1HLJKERU�'LVFRYHU\�3URWRFRO��1'3��PDNH�WKH�'+&3�SURWRFRO�OHVV�
LPSRUWDQW�LQ�,3Y��QHWZRUNV���7KH�RSWLRQDO�373�,(((������SURWRFRO�LV�DOVR�QRW�DYDLODEOH�RQ�,3Y��



http://www.tldp.org
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 Available User Commands

COMMAND FUNCTION
DFFHVVFRQ¿J ,QWHUDFWLYH�VFULSW�WKDW�JXLGHV�\RX�LQ�FRQ¿JXULQJ�

VGNPGV, UUJ�DQG�UPORF�DFFHVV�WR�WKH�6RQRPD�WKDW�LV�OLPLWHG�
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&RPPDQG�WR�VHW�WKH�G\QDPLF�PRGH�RI�RSHUDWLRQ�RI�WKH�*36�6XEV\VWHP���6HH�WKH�

IRUF[POQFG�FRPPDQG�VHWJSVUHISRV

,QWHUDFWLYH�XWLOLW\�WKDW�SURPSWV�\RX�IRU�DQ�DFFXUDWH�UHIHUHQFH�SRVLWLRQ��SHUIRUPV�V\QWD[�DQG�DUJXPHQW�YDOLGLW\�FKHFNLQJ�WKHQ�SDVVHV�WKH�SRVLWLRQ�WR�WKH�*36�6XEV\VWHP���6HH�WKH�

IRUTGHRQU�FRPPDQG�VHWSZUÀWPDVN(optional)

&RPPDQG�WR�HQDEOH�RU�PDVN�WKH�RSWLRQDO�'XDO�3RZHU�6XSSO\�,QSXW�)DXOWV���6HH�

Chapter 10 - Options, Masking Dual Power 

Supply Fault Alarms

�IRU�PRUH�LQIRUPDWLRQ�VHWVLJÀWPDVN

&RPPDQG�WR�HQDEOH�RU�PDVN�WKH�6LJQDO�/RVV�)DXOW�6HH�WKH�

UKIHNVOCUM

�FRPPDQG�

VLJÀWPDVN

3ULQWV�WKH�FXUUHQW�VHWWLQJ�IRU�WKH�6LJQDO�/RVV�)DXOW�PDVN�6HH�WKH�

UGVUKIHNVOCUM�FRPPDQG�VXEV\VUHVHW

&RPPDQG�WKDW�SHUIRUPV�D�*36�6XEV\VWHP�UHVHW�

V\VNHUQHO

3ULQWV�WKH�FXUUHQWO\�ERRWHG�/LQX[�NHUQHO��HLWKHU���RU����ZKHUH���LV�WKH�IDFWRU\�LQVWDOOHG�NHUQHO�DQG���LV�WKH�XSJUDGHG�NHUQHO�

V\VRVFW\SH

3ULQWV�WKH�LQVWDOOHG�V\VWHP�RVFLOODWRU�W\SH��ZKLFK�LV�RQH�RI�7&;2��2&;2�RU�5XELGLXP�

V\VURRWIV

3ULQWV�WKH�FXUUHQWO\�ORDGHG�/LQX[�URRW�¿OH�V\VWHP�LPDJH��HLWKHU���RU����ZKHUH���LV�WKH�IDFWRU\�LQVWDOOHG�URRW�¿OH�V\VWHP��DQG���LV�WKH�XSJUDGHG�URRW�¿OH�V\VWHP�

V\VVWDW

3ULQWV�GHWDLOHG�173�VWDWXV�LQIRUPDWLRQ���,QFOXGHG�LV�WKH�RIIVHW�RI�WKH�173�VWHHUHG�V\VWHP�FORFN�WR�WKH�*36�6XEV\VWHP�FORFN��WKH�173�GDHPRQ�OHDS�LQGLFDWRU�ELW�YDOXHV��WKH�7)20��WKH�WLPH�RI�WKH�PRVW�UHFHQW�XSGDWH�DQG�WKH�FXUUHQW�OHDS�VHFRQGV�YDOXH�

V\VWHPLR(optional)

5HWXUQV�WKH�FXUUHQW�VHWWLQJV�IRU�DQ\�LQVWDOOHG��V\VWHP�RSWLRQV����6HH�

Chapter 10 - Options, CPU Module Options

�IRU�PRUH�

LQIRUPDWLRQ�

V\VWHPLRFRQ¿J(optional)

$Q�LQWHUDFWLYH�XWLOLW\�WKDW�DOORZV�\RX�WR�PRGLI\�WKH�VHWWLQJV�IRU�WKH�V\VWHP�RSWLRQV���6HH�

Chapter 10 - Options, CPU Module 

Options

�IRU�PRUH�LQIRUPDWLRQ�V\VWLPHPRGH
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cpuio (Optional)
6HH�Chapter 10 - Options, CPU Module Options�IRU�LQIRUPDWLRQ�RQ�WKLV�FRPPDQG�

cpuioconfig (Optional)
6HH�Chapter 10 - Options, CPU Module Options�IRU�LQIRUPDWLRQ�RQ�WKLV�FRPPDQG�

cpustat
7KLV�FRPPDQG�VKRZV�D�JURXS�RI�NH\�YDOXHV�IRU�PRQLWRULQJ�WKH�KHDOWK�RI�WKH�/LQX[�&38�DQG�RSHUDW�
LQJ�V\VWHP�VWDWXV���7KH�IRUPDW�LV�

� ;;;;//&&�**�//�55�...��(4''M$�
66�6%

:KHUH�

<<<<� LV�WKH�\HDU�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�

00''� LV�WKH�PRQWK�DQG�GD\�RI�PRQWK�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�

++�00�66��LV�WKH�KRXU��PLQXWH�DQG�VHFRQG�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�

///�� LV�WKH�SHUFHQWDJH�RI�PD[LPXP�ORDG�DV�UHWXUQHG�XVLQJ�WKH�/LQX[�XOUVCV�FRPPDQG�

)5((N%� LV�WKH�DYDLODEOH�IUHH�PHPRU\�LQ�NLORE\WHV�DV�UHWXUQHG�XVLQJ�WKH�/LQX[�XOUVCV�FRPPDQG�

�77�7&� LV�WKH�WHPSHUDWXUH�LQ�GHJUHHV�FHQWLJUDGH�RI�WKH�/LQX[�&38�GLH�WHPSHUDWXUH�

 &RPPDQG�� ERWUVCV

� 6RQRPD�UHSO\�� �����������������������������M$��
����%

faultstat
7KLV�FRPPDQG�UHWXUQV�WKH�VXPPDU\�RI�DOO�V\VWHP�IDXOW�VWDWHV�LQ�D�XVHU�IULHQGO\�IRUPDW���,W�GHFRGHV�WKH�
IDXOW�VWDWXV�ZRUG��)/76��UHWXUQHG�LQ�WKH�IRUUVCV�FRPPDQG�DQG�GLVSOD\V�WKH�UHVXOW�LQ�D�WDEXODU�IRUP�
ZLWK�YHUERVH�GHVFULSWLRQV���(For units shipped after May 2017 there will be additional faults for the 
GPS Receiver.)��)RU�GHWDLOV�RQ�WKH�YDULRXV�IDXOWV�VHH�Appendix G - System Faults�

� &RPPDQG�� HCWNVUVCV

� 6RQRPD�UHSO\�� 5[UVGO�(CWNV�5VCVWU�
� � � 5[UVGO�1UEKNNCVQT�&#%�������������������������� �1-
� � � )25�5KIPCN������������������������������������� �1-
� � � (2)#�%QPHKIWTCVKQP����������������������������� �1-
� � � (.#5*�9TKVGU����������������������������������� �1-
��� � )25�4GEGKXGT�%QOOWPKECVKQP��������������������� �1-
��� � )25�4GHGTGPEG�6KOG����������������������������� �1-
��� � 5WDU[UVGO�%QOOWPKECVKQP������������������������ �1-
��� � )25�#PVGPPC������������������������������������ �1-
��� � 5[UVGO�1UEKNNCVQT�2..�7PNQEMGF����������������� �1-
��� � 5[UVGO�2QYGT�%QPHKIWTCVKQP��������������������� �1-
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5&9'&17��LV�D�FRXQW�RI�WKH�QXPEHU�RI�173�SDFNHWV�UHFHLYHG�VLQFH�VWDUWXS�RI�WKH�173�GDHPRQ����
� � 7KLV�LV�D����ELW�FRXQWHU�VR�LW�ZLOO�ZUDS�EDFN�WR�]HUR�DIWHU���������������SDFNHWV�
� �
6(17&17��LV�D�FRXQW�RI�WKH�QXPEHU�RI�173�SDFNHWV�VHQW�VLQFH�VWDUWXS�RI�WKH�173�GDHPRQ�� �
� � 7KLV�LV�D����ELW�FRXQWHU�VR�LW�ZLOO�ZUDS�EDFN�WR�]HUR�DIWHU���������������SDFNHWV�
� �
6(17�VHF� LV�WKH�FXUUHQW�UDWH�RI�173�SDFNHWV�EHLQJ�VHQW�SHU�VHFRQG�
� �
'523&17��LV�D�FRXQW�RI�WKH�QXPEHU�RI�173�SDFNHWV�GURSSHG�VLQFH�VWDUWXS�RI�WKH�173�GDHPRQ�
� � 7KLV�LV�D����ELW�FRXQWHU�VR�LW�ZLOO�ZUDS�EDFN�WR�]HUR�DIWHU���������������SDFNHWV�
� �
%HORZ�LV�DQ�H[DPSOH�RI�D�W\SLFDO�UHVSRQVH�WR�WKLV�FRPPDQG�

� &RPPDQG�� PVRUVCV

� 6RQRPD�UHSO\��
� �����������������������������������������������������������UGE��������

�
oscctrlstat
7KLV�FRPPDQG�GLVSOD\V�WKH�FXUUHQW�YDOXHV�RI�WKH�V\VWHP�RVFLOODWRU�FRQWURO�SDUDPHWHUV���7KHVH�SDUDP�
HWHUV�DUH�UHODWHG�WR�WKH�GLVFLSOLQHG�V\VWHP�RVFLOODWRU���7KH�FRPPDQG�IRUPDWV�WKH�GDWD�DQG�SULQWV�WKLV�
¿[HG�OHQJWK�VWULQJ�KDYLQJ�WKHVH�¿HOGV�

� ;;;;//&&�**�//�55�.-56#6�%1#56�'56'44�/'#5'44�6+/'&'8�#)'4#6'�6#7�'(%&#%�6'/2

:KHUH�

<<<<� � LV�WKH�\HDU�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�UHFHLYHG�IURP�WKH��
� � � *36�6XEV\VWHP�

00''� � LV�WKH�PRQWK�DQG�GD\�RI�PRQWK�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH��
� � � UHFHLYHG�IURP�WKH�*36�6XEV\VWHP�

++�00�66��� LV�WKH�KRXU��PLQXWH�DQG�VHFRQG�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH��
� � � UHFHLYHG�IURP�WKH�*36�6XEV\VWHP�

/.67$7� � LV�WKH�*36�6XEV\VWHP�FRQWURO�VWDWXV��HLWKHU�:50��ZDUPLQJ�XS���
� � � $&4��DFTXLULQJ���/.*��ORFNLQJ��RU�/.'��ORFNHG��

&2$67� � LV�WKH�QXPEHU�RI�VHFRQGV�WKH�*36�6XEV\VWHP�KDV�EHHQ�LQ�FRDVW�PRGH�
� � � �XQORFNHG�WR�*36��

(67(55� � LV�WKH�HVWLPDWHG�WLPH�HUURU�RI�WKH�*36�6XEV\VWHP�ZKHQ�LQ�FRDVW�PRGH��LQ�
� � � VHFRQGV�

0($6(55� LV�WKH�ODVW�PHDVXUHG�WLPH�RIIVHW�RI�WKH�*36�6XEV\VWHP�WR�*36�ZKLOH�ORFNHG��LQ��
� � � VHFRQGV�
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rcvrserialnumber
This command is not available in units shipped before June 2017.
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setantfltmask
7KLV�FRPPDQG�DOORZV�\RX�WR�HQDEOH�RU�PDVN�WKH�*36�DQWHQQD�IDXOW���3DUDPHWHU�IRU�WKLV�FRPPDQG�LV�
HLWKHU�0$6.('�RU�(1$%/('���6HWWLQJ�WKLV�FRPPDQG�WR�0$6.('�ZLOO�SUHYHQW�WKH�DQWHQQD�IDXOW�
IURP�FUHDWLQJ�DQ�DODUP�FRQGLWLRQ���6RPH�LQVWDOODWLRQV�PD\�QHHG�WR�PDVN�WKLV�IDXOW�GXH�WR�VSHFLDO�
DQWHQQD�VLWXDWLRQV�OLNH�VSOLWWHUV�RU�'&�EORFNV�WKDW�FRQIXVH�WKH�DQWHQQD�GHWHFWLRQ�FLUFXLW���7KH�IDFWRU\�
GHIDXOW�VHWWLQJ�LV�(1$%/('�

� &RPPDQG�� UGVCPVHNVOCUM�/#5-'&

� 6RQRPD�UHSO\�� #PVGPPC�(CWNV�/CUM�UGV�VQ�/#5-'&

setcaldelay
7KLV�FRPPDQG�VWDUWV�DQ�LQWHUDFWLYH�XWLOLW\�WKDW�DOORZV�\RX�WR�FKDQJH�WKH�FORFN�FDOLEUDWLRQ�GHOD\���7KLV�
VHWWLQJ�LV�XVHG�WR�DGYDQFH�RU�UHWDUG�WKH�FORFN�LQ�RUGHU�WR�FRPSHQVDWH�IRU�DQWHQQD�FDEOH�OHQJWK�RU�RWKHU�
H[WHUQDO�KDUGZDUH�RU�FDEOLQJ���$OORZDEOH�UDQJH�LV����������QDQRVHFRQGV�

� &RPPDQG�� UGVECNFGNC[

� 6RQRPD�UHSO\�� ,QWHUDFWLYH�XWLOLW\�LV�VWDUWHG�

setgpsdynmode
7KLV�FRPPDQG�DFFHSWV�D�VLQJOH�DUJXPHQW���21�RU�2))�WR�DOORZ�\RX�WR�VHW�WKH�G\QDPLF�PRGH�RI�
RSHUDWLRQ�RI�WKH�*36�6XEV\VWHP���%\�GHIDXOW��WKH�XQLW�LV�FRQ¿JXUHG�IRU�VWDWLF�RSHUDWLRQ��VR�WKLV�VHWWLQJ�
LV�2))���,I�WKH�6RQRPD�ZLOO�EH�PRXQWHG�RQ�D�PRYLQJ�SODWIRUP��OLNH�D�VKLS��WKHQ�WKLV�VHWWLQJ�PXVW�EH�
FKDQJHG�WR�21���7KH�FKDQJH�WDNHV�SODFH�LPPHGLDWHO\�DQG�LV�VWRUHG�QRQ�YRODWLOHO\�

,W�LV�LPSRUWDQW�WKDW�WKH�G\QDPLF�PRGH�EH�VHW�2))�ZKHQ�WKH�LQVWUXPHQW�LV�LQ�D�VWDWLF�LQVWDOODWLRQ���7KLV�
LV�WKH�IDFWRU\�GHIDXOW�VHWWLQJ���Set the dynamic mode to ON only
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� &RPPDQG�� U[UQUEV[RG

� 6RQRPD�UHSO\�� +PUVCNNGF�1UEKNNCVQT�KU�6%:1�

sysrootfs
7KLV�FRPPDQG�UHWXUQV�WKH�FXUUHQWO\�ORDGHG�/LQX[�URRW�¿OH�V\VWHP��HLWKHU���RU����ZKHUH���LV�WKH�IDF�
WRU\�LQVWDOOHG�URRW�¿OH�V\VWHP�DQG���LV�WKH�XSJUDGHG�URRW�¿OH�V\VWHP�

� &RPPDQG�� U[UTQQVHU

� 6RQRPD�UHSO\�� $116'&�4116�(+.'�5;56'/�+/#)'�����
7RITCFG�

sysstat
7KLV�FRPPDQG�DOORZV�\RX�WR�TXHU\�WKH�VWDWXV�RI�WKH�173�6XEV\VWHP���,W�UHWULHYHV�LQIRUPDWLRQ�IURP�
WKH�173�GDHPRQ�WR�GHWHUPLQH�WKH�FXUUHQW�V\QFKURQL]DWLRQ�VWDWXV�RI�WKH�173�6XEV\VWHP���,W�WKHQ�
UHWULHYHV�WKH�ODVW�OLQH�LQ�WKH�ORJ¿OH�/var/log/praecis0.monitor�FRQWUROOHG�E\�WKH�173�GDHPRQ�UHIHUHQFH�
FORFN�GULYHU�WKDW�FRPPXQLFDWHV�ZLWK�WKH�*36�6XEV\VWHP���7KLV�ORJ¿OH�LV�XSGDWHG�HYHU\����VHFRQGV�
XQGHU�QRUPDO�RSHUDWLRQ���,W�SDUVHV�DQG�IRUPDWV�WKH�GDWD�FRQWDLQHG�WKHUHLQ�DQG�SULQWV�WKLV�¿[HG�OHQJWK�
�JHQHUDOO\��VLQFH�JURVVO\�XQV\QFKURQL]HG�VWDWHV�FRXOG�FDXVH�WKH�ÀRDWLQJ�RIIVHW�¿HOG�WR�RYHUÀRZ�PR�
PHQWDULO\��VWULQJ�KDYLQJ�WKHVH�¿HOGV�

� .-56#6�61�)25��1HHUGV���
5�UUUUUUUUU��.+���!!��6(1/���!�"�;'#4�&1;�**�//�55�.5

:KHUH�

/.67$7� LV�WKH�V\VWHP�SHHU�VWDWXV�RI�WKH�173�GDHPRQ�UHODWLYH�WR�WKH�*36�6XEV\VWHP��HLWKHU
� � /2&.('�RU�127/.'���127/.'�FDQ�LPSO\�VHYHUDO�WKLQJV���WKH�V\VWHP�KDV�MXVW�VWDUWHG�
� � WKHUH�LV�D�IDXOW�LQ�WKH�*36�6XEV\VWHP�ZKLFK�KDV�FDXVHG�173�WR�HLWKHU�EH�XQDEOH�WR�REWDLQ
� � WLPLQJ�LQIRUPDWLRQ�IURP�WKH�*36�6XEV\VWHP�RU�WR�UHMHFW�WKH�WLPLQJ�LQIRUPDWLRQ�WKDW�LW�LV
� � REWDLQLQJ�IURP�LW�

�6�VVVVVVVVV��LV�WKH�RIIVHW�LQ�VHFRQGV�EHWZHHQ�WKH�173�V\VWHP�FORFN�DQG�WKH�*36�6XEV\VWHP�FORFN�
� � 3RVLWLYH�LPSOLHV�WKDW�WKH�V\VWHP�FORFN�LV�DKHDG�RI�WKH�*36�6XEV\VWHP�

/,� �""� LV�WKH�173�GDHPRQ�OHDS�LQGLFDWRU�ELWV���/HDS�VHFRQGV�RFFXU�DERXW�HYHU\��ò�WR���\HDUV���
� � 3RVVLEOH�LQGLFDWRU�YDOXHV�DUH�
� � ����� � 1RUPDO��ORFNHG�RSHUDWLRQ�
� � ����� � /HDS�VHFRQG�LQVHUWLRQ�ZLOO�RFFXU�DIWHU����������87&�
� � ���� � /HDS�VHFRQG�GHOHWLRQ�ZLOO�RFFXU�DIWHU����������87&�
����� ����� � )DXOW���8QV\QFKURQL]HG�VWDWH�

7)20� �"� LV�D�YDOXH�EHWZHHQ���DQG���DQG�LQGLFDWHV�FORFN�DFFXUDF\�
� � $�GHWDLOHG�H[SODQDWLRQ�RI�7)20�LV�LQ�Appendix A - TFOM.�
� �
<($5� LV�WKH�\HDU�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�UHFHLYHG�IURP�WKH�*36�6XE�
� � V\VWHP�

'2<� LV�WKH�GD\�RI�\HDU�RI�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�UHFHLYHG�IURP�WKH��
� � *36�6XEV\VWHP�



S o n o m a  U s e r  M a n u a l82

C H A P T E R  N I N E

83 S o n o m a  U s e r  M a n u a l

C O N T R O L  A N D  S T A T U S  C O M M A N D S

++�00�66��LV�WKH�KRXU��PLQXWH�DQG�VHFRQG�RW�WKH�87&�WLPHVWDPS�RI�WKH�PRVW�UHFHQW�XSGDWH�UHFHLYHG��
� � IURP�WKH�*36�6XEV\VWHP�

/6� LV�WKH�FXUUHQW�QXPEHU�RI�OHDS�VHFRQGV�GLIIHUHQFH�EHWZHHQ�WKH�87&�DQG�*36�WLPHVFDOHV
� � ����DW�WKH�WLPH�RI�WKLV�ZULWLQJ��

%HORZ�LV�DQ�H[DPSOH�RI�D�W\SLFDO�UHVSRQVH�WR�WKLV�FRPPDQG�

� &RPPDQG�� U[UUVCV

� 6RQRPD�UHSO\��
�

�,��,���㡦䄀Óº䢆怃�
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upgradekernel
7KLV�XWLOLW\�DOORZV�\RX�WR�XSJUDGH�WKH�/LQX[�NHUQHO���,W�LV�UXQ�DIWHU�WKH�kernel.gz�¿OH�KDV�EHHQ�FRSLHG�
WR�WKH�/tmp�GLUHFWRU\�RQ�WKH�V\VWHP���,W�SHUIRUPV�DQ�HUDVH�RI�WKH�XSJUDGH�NHUQHO�SDUWLWLRQ�DQG�WKHQ�
ZULWHV�WKH� /tmp/kernel.gz�¿OH�WR�LW���5HIHU�WR�Appendix B - Upgrading the Firmware, Performing the 
Linux Kernel Upgrade�IRU�GHWDLOHG�LQIRUPDWLRQ�

� &RPPDQG�� WRITCFGMGTPGN

� 6RQRPD�UHSO\�� 6KRZV�SURJUHVV�LQGLFDWRU�

upgradercvr
This utility is not available in units shipped before June 2017.��,W�DOORZV�\RX�WR�XSJUDGH�WKH�(QG5XQ�
*36�5HFHLYHU�¿UPZDUH���6HH�Chapter 1 - Introduction, GPS Receivers�IRU�LQIRUPDWLRQ�RQ�(QG5XQ¶V�
*36�5HFHLYHU���

3ULRU�WR�H[HFXWLQJ�WKLV�FRPPDQG��\RX�PXVW�FRS\�WKH�QHZ�ELQDU\�¿UPZDUH�¿OH�WR�/tmp/rcvr.bin���

7KH�XWLOLW\�VWDUWV�WKH�;�PRGHP�¿OH�WUDQVIHU��DQG�WKHQ�GLVSOD\V�SURJUHVV�WR�WKH�FRQVROH���6HH�Appendix 
B - Upgrading the Firmware, Performing the GPS Receiver Upgrade�IRU�PRUH�LQIRUPDWLRQ�

� &RPPDQG�� WRITCFGTEXT

� 6RQRPD�UHSO\��� 8SJUDGH�SURJUHVV�LV�VKRZQ�

upgradercvrfpga
This utility is not available in units shipped before June 2017.��,W�DOORZV�\RX�WR�XSJUDGH�WKH�)LHOG�3UR�
JUDPPDEOH�*DWH�$UUD\��)3*$��UHVLGHQW�RQ�WKH�(QG5XQ�*36�5HFHLYHU���6HH�Chapter 1 - Introduc-
tion, GPS Receivers�IRU�LQIRUPDWLRQ�RQ�(QG5XQ¶V�*36�5HFHLYHU���

3ULRU�WR�H[HFXWLQJ�WKLV�FRPPDQG��\RX�PXVW�FRS\�WKH�QHZ�ELQDU\�)3*$�¿OH�WR��/tmp/rcvrfpga.bin���

7KH�XWLOLW\�VWDUWV�WKH�;�PRGHP�¿OH�WUDQVIHU��DQG�WKHQ�GLVSOD\V�SURJUHVV�WR�WKH�FRQVROH���6HH�Appendix 
B - Upgrading the Firmware, Performing the GPS Receiver FPGA Upgrade�IRU�PRUH�LQIRUPDWLRQ�

� &RPPDQG�� WRITCFGTEXTHRIC

� 6RQRPD�UHSO\�� 8SJUDGH�SURJUHVV�LV�VKRZ

upgraderootfs
7KLV�XWLOLW\�DOORZV�\RX�WR�XSJUDGH�WKH�/LQX[�URRW�¿OH�V\VWHP���,W�LV�UXQ�DIWHU�WKH�rootfs.gz�¿OH�KDV�EHHQ�
FRSLHG�WR�WKH�/tmp�GLUHFWRU\�RQ�WKH�V\VWHP���,W�SHUIRUPV�DQ�HUDVH�RI�WKH�XSJUDGH�URRW�¿OH�V\VWHP�SDUWL�
WLRQ�DQG�WKHQ�ZULWHV�WKH� /tmp/rootfs.gz�¿OH�WR�LW���5HIHU�WR�Appendix B - Upgrading the Firmware, 
Performing the Linux RFS Upgrade�IRU�GHWDLOHG�LQIRUPDWLRQ��

� &RPPDQG�� WRITCFGTQQVHU

� 6RQRPD�UHSO\�� 6KRZV�SURJUHVV�LQGLFDWRU�
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get_sw_opts 
7KLV�FRPPDQG�LV�GRFXPHQWHG�KHUH�IRU�FRPSOHWHQHVV���7KH�KPUVCNNGFAUYAQRVKQPU�FRPPDQG�
DERYH�LV�PXFK�HDVLHU�WR�XVH���7KH�IGVAUYAQRVU�FRPPDQG�UHWXUQV�D����ELW�YDOXH�ZLWK�HDFK�ELW�LGHQWL��
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2U��\RX�FDQ�XVH�WKLV�FRQVROH�SRUW�FRPPDQG�

� &RPPDQG�� ERWKQ

� 6RQRPD�UHSO\�� %27�+�1�%���12'0�%1..'%614�#.#4/�176276�KU�+PUVCNNGF

Direct Digital Synthesizer (DDS)
7KH�''6�2SWLRQ�SURYLGHV�XVHU�VHOHFWDEOH�SXOVH�UDWHV�IURP���+]�WR����0+]��SURJUDPPDEOH�LQ���336�
VWHSV��LQFOXGLQJ�������0336�RU�������0336���7KH�VHOHFWHG�SXOVH�UDWH�LV�SKDVH�ORFNHG�WR�WKH�V\VWHP�
RVFLOODWRU�DQG�LV�QRW�DOLJQHG�ZLWK�V\VWHP�WLPH��

7KH�''6�LV�D�³V\VWHP�VLJQDO´���7KLV�PHDQV�WKDW�WKHUH�LV�RQH�''6�VLJQDO�WKDW�DIIHFWV�WKH�ZKROH�V\V�
WHP���,Q�RWKHU�ZRUGV��LI�\RXU�6RQRPD�KDV�PXOWLSOH�''6�RXWSXWV�DQG�\RX�FKDQJH�WKH�SXOVH�UDWH��WKHQ�
DOO�''6�RXWSXWV�ZLOO�EH�DIIHFWHG�

7KH�SXOVH�UDWH�LV���+]�ZKHQ�VKLSSHG�IURP�WKH�IDFWRU\�EXW�FDQ��EH�FKDQJHG��VHH�EHORZ����)RU�GHWDLOV�RQ�
WKH�''6�VLJQDO�GH¿QLWLRQ�VHH�Appendix H - Specifications�

View the DDS Connector
2Q�WKH�IURQW�SDQHO�GLVSOD\�WUDYHUVH�WR�WKH�0DLQ�0HQX�DQG�WKHQ�WR�&38B,�2���7KLV�GLVSOD\�OLVWV�DQ\�
FRQQHFWRU�RQ�WKH�&38�0RGXOH�WKDW�KDV�DQ�RSWLRQDO�,�2�VLJQDO���&RQQHFWRUV�DUH�LGHQWL¿HG�DV�$��%�RU�&���
6HOHFW�WKH�SDUWLFXODU�FRQQHFWRU��,�2�$��,�2�%�RU�,�2�&��WR�VHH�ZKLFK�VLJQDO�LV�LQVWDOOHG��
�
2U��\RX�FDQ�XVH�WKLV�FRQVROH�SRUW�FRPPDQG�

� &RPPDQG�� ERWKQ

� 6RQRPD�UHSO\�� %27�+�1�%���&+4'%6�&+)+6#.�5;06*'5+<'4�176276�KU�+PUVCNNGD☀

2Q�WKCԀ0հ

&RPPDQG� ERWKQ

6RQRPD�UHQ怆

%27�+�1�%�Š؀

ERWKQ

6RQRPD�UHQ䁏\�

%27�+�1�%�ŀ伀尀ᴀ

�2�P�`� \�4`� �;A�\��
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� �62+!'''�++�00�664�&5!�/)!

�62+!� LV�WKH�$6&,,�6WDUW�RI�+HDGHU�FKDUDFWHU���[���
'''� LV�WKH�GD\�RI�\HDU
�� � LV�WKH�FRORQ�FKDUDFWHU���[�$�
++� LV�WKH�KRXU�RI�WKH�GD\
00� LV�WKH�PLQXWH�RI�WKH�KRXU
66� LV�WKH�VHFRQG�RI�WKH�PLQXWH
4� � LV�WKH�WLPH�TXDOLW\�LQGLFDWRU�DQG�PD\�EH�HLWKHU�
� � �VSDFH!� $6&,,�VSDFH�FKDUDFWHU���[����ZKLFK�LQGLFDWHV�ORFNHG
� � "� � $6&,,�TXHVWLRQ�PDUN���[�)��ZKLFK�LQGLFDWHV�
� � � � WKH�X晁
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EndRunX (Extended) Format
7KH�(QG5XQ;�IRUPDW�LV�LGHQWLFDO�WR�WKH�(QG5XQ�IRUPDW�ZLWK�WKH�DGGLWLRQ�RI�WZR�¿HOGV���WKH�FXU�
UHQW�OHDS�VHFRQG�VHWWLQJV�DQG�WKH�IXWXUH�OHDS�VHFRQG�VHWWLQJV���7KH�IROORZLQJ�VWULQJ�LV�VHQW�RQFH�HDFK�
VHFRQG�

� 7�<<<<�'''�++�00�66�]==�P�&&�))�&5!�/)!

7� � LV�WKH�7LPH�)LJXUH�RI�0HULW�FKDUDFWHU�GHVFULEHG�LQ�Appendix A - TFOM�
� � 7KLV�LV�WKH�RQ�WLPH�FKDUDFWHU��WUDQVPLWWHG�GXULQJ�WKH�¿UVW�PLOOLVHFRQG�RI�HDFK�VHFRQG�
<<<<� LV�WKH�\HDU
'''� LV�WKH�GD\�RI�\HDU
�� � LV�WKH�FRORQ�FKDUDFWHU���[�$�
++� LV�WKH�KRXU�RI�WKH�GD\
00� LV�WKH�PLQXWH�RI�WKH�KRXU
66� LV�WKH�VHFRQG�RI�WKH�PLQXWH
]� � LV�WKH�VLJQ�RI�WKH�RIIVHW�WR�87&����LPSOLHV�WLPH�LV�DKHDG�RI�87&�
==� LV�WKH�PDJQLWXGH�RI�WKH�RIIVHW�WR�87&�LQ�XQLWV�RI�KDOI�KRXUV�
� � 1RQ�]HUR�RQO\�ZKHQ�WKH�7LPHPRGH�LV�/RFDO�
P� � LV�WKH�7LPHPRGH�FKDUDFWHU�DQG�LV�RQH�RI�
� � *� �*36
� � /� �/RFDO
� � 8� �87&
&&� LV�WKH�FXUUHQW�OHDS�VHFRQGV�YDOXH��
))� LV�WKH�IXWXUH�OHDS�VHFRQGV�ZKLFK�ZLOO�VKRZ�D�OHDS�VHFRQG�SHQGLQJ����KRXUV�LQ�DGYDQFH�
�&5!� LV�WKH�$6&,,�FDUULDJH�UHWXUQ�FKDUDFWHU���[�'�
�/)!� LV�WKH�$6&,,�OLQH�IHHG�FKDUDFWHU���[�$�

NENA Format
1(1$�LV�WKH�1DWLRQDO�(PHUJHQF\�1XPEHU�$VVRFLDWLRQ���7KLV�RUJDQL]DWLRQ�KDV�DGRSWHG�VHYHUDO�$6&,,�
WLPH�FRGH�IRUPDWV�IRU�XVH�LQ�36$3V��3XEOLF�6DIHW\�$QVZHULQJ�3RLQWV��DQG�WKH\�DUH�VSHFL¿HG�LQ�WKH�
1(1$�36$3�0DVWHU�&ORFN�6WDQGDUG��,VVXH�����7KHVH�$6&,,�WLPH�FRGH�IRUPDWV�DUH�1(1$�)RUPDW���
�1(1$����1(1$�)RUPDW����1(1$����DQG�1(1$�)RUPDW����1(1$����

NENA0 
�&5!�/)!4AA'''A++�00�66AG7= ;;�&5!�/)!

4� � LV�WKH�WLPH�TXDOLW\�LQGLFDWRU�DQG�PD\�EH�HLWKHU�
� � �VSDFH!�$6&,,�VSDFH�FKDUDFWHU���[����ZKLFK�LQGLFDWHV�ORFNHG�
� � "�$6&,,�TXHVWLRQ�PDUN���[�)��ZKLFK�LQGLFDWHV�WKH�XQV\QFKURQL]HG�FRQGLWLRQ�
A� � LV�WKH�VSDFH�FKDUDFWHU���[����
'''� LV�WKH�GD\�RI�\HDU����������
�� � LV�WKH�FRORQ�FKDUDFWHU���[�$�
++� LV�WKH�KRXU�RI�WKH�GD\��������
00� LV�WKH�PLQXWH�RI�WKH�KRXU��������
66� LV�WKH�VHFRQG�RI�WKH�PLQXWH��������
G� � LV�WKH�'67�LQGLFDWRU��6�,�'�2��
7= ;;� LV�WKH�WLPH�]RQH�ZKHUH�;;�LV����WKURXJK���
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�&5!� LV�WKH�$6&,,�FDUULDJH�UHWXUQ�FKDUDFWHU���[�'���
� � 7KH�¿UVW��&5!�LV�WKH�RQ�WLPH�FKDUDFWHU�
�/)!� LV�WKH�$6&,,�OLQH�IHHG�FKDUDFWHU���[�$��

NENA1 
�&5!�/)!4A:::A''000<<A++�00�66�&5!�/)!

4� � LV�WKH�WLPH�TXDOLW\�LQGLFDWRU�DQG�PD\�EH�HLWKHU�
� � �VSDFH!�$6&,,�VSDFH�FKDUDFWHU���[����ZKLFK�LQGLFDWHV�ORFNHG�
� � "�$6&,,�TXHVWLRQ�PDUN���[�)��ZKLFK�LQGLFDWHV�WKH�XQV\QFKURQL]HG�FRQGLWLRQ�
A� � LV�WKH�VSDFH�FKDUDFWHU���[����
:::� LV�WKH�GD\�RI�ZHHN��021��78(��:('��7+8��)5,��6$7
''� LV�WKH�GD\�RI�PRQWK�������
000� LV�WKH�PRQWK��-$1��)(%��0$5��$35��0$<��-81��-8/��$8*��6(3��2&7��129��'(&�
<<� LV�WKH�WZR�GLJLW�\HDU
�� � LV�WKH�FRORQ�FKDUDFWHU���[�$�
++� LV�WKH�KRXU�RI�WKH�GD\��������
00� LV�WKH�PLQXWH�RI�WKH�KRXU��������
66� LV�WKH�VHFRQG�RI�WKH�PLQXWH��������
�&5!� LV�WKH�$6&,,�FDUULDJH�UHWXUQ�FKDUDFWHU���[�'���
� � 7KH�¿UVW��&5!�LV�WKH�RQ�WLPH�FKDUDFWHU�
�/)!� LV�WKH�$6&,,�OLQH�IHHG�FKDUDFWHU���[�$�

NENA8
�&5!�/)!4AA<<<<A'''A++�00�66A'�==�&5!�/)!

4� � LV�WKH�WLPH�TXDOLW\�LQGLFDWRU�DQG�PD\�EH�HLWKHU�
� � �VSDFH!�$6&,,�VSDFH�FKDUDFWHU���[����ZKLFK�LQGLFDWHV�ORFNHG�
� � "�$6&,,�TXHVWLRQ�PDUN���[�)��ZKLFK�LQGLFDWHV�WKH�XQV\QFKURQL]HG�FRQGLWLRQ�
A� � LV�WKH�VSDFH�FKDUDFWHU���[����
<<<<� LV�WKH�IRXU�GLJLW�\HDU
'''� LV�WKH�GD\�RI�\HDU����������
�� � LV�WKH�FRORQ�FKDUDFWHU���[�$�
++� LV�WKH�KRXU�RI�WKH�GD\��������
00� LV�WKH�PLQXWH�RI�WKH�KRXU��������
66� LV�WKH�VHFRQG�RI�WKH�PLQXWH��������
G� � LV�WKH�'67�LQGLFDWRU��6�,�'�2��
�==� ��RU���WLPH�]RQH�RIIVHW�UHODWLYH�WR�87&��������
�&5!� LV�WKH�$6&,,�FDUULDJH�UHWXUQ�FKDUDFWHU���[�'���
� � 7KH�¿UVW��&5!�LV�WKH�RQ�WLPH�FKDUDFWHU�
�/)!� LV�WKH�$6&,,�OLQH�IHHG�FKDUDFWHU���[�$��

NMEA Format
7KH�1DWLRQDO�0DULQH�(OHFWURQLFV�$VVRFLDWLRQ��10($��KDV�GHYHORSHG�D�VSHFL¿FDWLRQ�WKDW�GH¿QHV�WKH�
LQWHUIDFH�EHWZHHQ�YDULRXV�SLHFHV�RI�PDULQH�HOHFWURQLF�HTXLSPHQW���7KLV�VWDQGDUG�GH¿QHV�³VHQWHQFHV´�
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WKDW�FRQWDLQ�*36�SRVLWLRQ��QDYLJDWLRQ��WLPH��DQG�RWKHU�LQIRUPDWLRQ���6HQWHQFHV�WKDW�KDYH�EHHQ�LPSOH�
PHQWHG�LQ�WKH�6RQRPD�FRQIRUP�WR�10($������6SHFL¿FDWLRQ�9HUVLRQ��������

<RXU�6RQRPD�FDQ�RXWSXW�RQH��WZR��RU�WKUHH�RI�WKHVH�VHQWHQFHV�SHU�VHFRQG���7KH�¿UVW�FKDUDFWHU��³�´��RI�
WKH�¿UVW�VHQWHQFH�LV�WKH�³RQ�WLPH´�FKDUDFWHU���2QFH�WKH�XQLW�LV�ORFNHG�WR�*36��WKH�³RQ�WLPH´�FKDUDF�
WHU�VWDUWV�WUDQVPLWWLQJ�ZLWKLQ�WKH�¿UVW����PLFURVHFRQGV�RI�HDFK�VHFRQG���(DFK�VHQWHQFH�LV�WUDQVPLWWHG�
ZLWKLQ�����PLOOLVHFRQGV�DIWHU�WKH��336�SXOVH��6HH�GLDJUDP�EHORZ�
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)LHOG���� HPSW\�¿HOG� +HLJKW�RI�JHRLG��PHDQ�VHD�OHYHO�
)LHOG���� HPSW\�¿HOG� 8QLWV�RI�JHRLGDO�VHSDUDWLRQ
)LHOG���� HPSW\�¿HOG� 7LPH�LQ�VHFRQGV�VLQFH�ODVW�'*36�XSGDWH
)LHOG���� HPSW\�¿HOG� '*36�VWDWLRQ�,'�QXPEHU
&KHFNVXP� 
��
0VJ�(QG� �&5!�/)!

GLL (Position Data)
7KH�*//�VHQWHQFH�LGHQWL¿HV�WKH�SRVLWLRQ�¿[��WLPH�RI�SRVLWLRQ�¿[��DQG�VWDWXV���([DPSOHV�DUH�EHORZ�

�*3*//�������9�1
���&5!�/)!
�*3*//����������1�����������:�����������$�$
���&5!�/)!

0VJ�,'� �*3*//
)LHOG��� ��������� /DWLWXGH�LQ�GGPP�PPP
)LHOG��� 1� � 'LUHFWLRQ�RI�ODWLWXGH��1 QRUWK��6 VRXWK�
)LHOG��� ���������� /RQJLWXGH�LQ�GGGPP�PPP
)LHOG��� :� � 'LUHFWLRQ�RI�ORQJLWXGH��: ZHVW��( HDVW�
)LHOG��� ���������� 87&�WLPH�RI�¿[��KKPPVV�VV�
)LHOG��� $� � $ GDWD�YDOLG��9 GDWD�QRW�YDOLG
)LHOG��� $� � $ DXWRQRPRXV�PRGH��1 GDWD�QRW�YDOLG
&KHFNVXP� 
��
0VJ�(QG� �&5!�/)!

GSA (GPS DOP and Active Satellites)
7KH�*6$�VHQWHQFH�LGHQWL¿HV�WKH�*36�SRVLWLRQ�¿[�PRGH��WKH�6DWHOOLWH�9HKLFOHV��69V��XVHG�IRU�QDYL�
JDWLRQ��DQG�WKH�'LOXWLRQ�RI�3UHFLVLRQ��'23��YDOXHV���'23�LV�DQ�LQGLFDWLRQ�RI�WKH�HIIHFW�RI�VDWHOOLWH�
JHRPHWU\�RQ�WKH�DFFXUDF\�RI�WKH�¿[���$Q�H[DPSOH�LV�EHORZ�

�*3*6$�$�����������������
�(�&5!�/)!
�*3*6$�$�������������� 老怃倂ခ适က
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)LHOG��� $� � $ DXWRQRPRXV�PRGH��1 GDWD�QRW�YDOLG
&KHFNVXP� 
��
0VJ�(QG� �&5!�/)!

ZDA (Time and Date)
7KH�='$�VHQWHQFH�LGHQWL¿HV�WKH�WLPH�DVVRFLDWHG�ZLWK�WKH�FXUUHQW��336�SXOVH���(DFK�VHQWHQFH�LV�
WUDQVPLWWHG�ZLWKLQ�����PLOOLVHFRQGV�DIWHU�WKH��336�SXOVH�LV�RXWSXW�DQG�WHOOV�WKH�WLPH�RI�WKH�SXOVH�WKDW�
MXVW�RFFXUUHG���,I�WKH�6RQRPD�LV�XQV\QFKURQL]HG�WKHQ�WKLV�VHQWHQFH�ZLOO�EH�FRPSRVHG�RI�QXOO�¿HOGV���
([DPSOHV�DUH�EHORZ�

�*3='$������
���&5!�/)!
�*3='$���������������������������
���&5!�/)!

0VJ�,'� �*3='$
)LHOG��� ���������� 87&�WLPH�DW��336��KKPPVV�VV��
)LHOG��� ��� � 'D\�����WR����
)LHOG��� ��� � 0RQWK�����WR����
)LHOG��� ����� � <HDU�������WR������
)LHOG��� ��� � /RFDO�WLPH�]RQH�KRXU��RIIVHW�IURP�87&����IRU�HDVW�ORQJLWXGH�
)LHOG��� ��� � /RFDO�WLPH�]RQH�PLQXWHV��RIIVHW�IURP�87&
&KHFNVXP� 
��
0VJ�(QG� �&5!�/)!

 Power Supply Options
<RXU�6RQRPD�FDQ�EH�FRQ¿JXUHG�ZLWK�VHYHUDO�RSWLRQDO�SRZHU�VXSSO\�LQSXWV�ZKLFK�DUH�OLVWHG�LQ�Appen-
dix H - Specifications���'XDO�UHGXQGDQW�SRZHU�VXSSOLHV�DUH�DOVR�DYDLODEOH���

DC Power Input
7KH�'&�SRZHU�LQSXW�XVHV�D�D���SRVLWLRQ�WHUPLQDO�EORFN�DQG�UHSODFHV�WKH�VWDQGDUG�$&�SRZHU�LQSXW�
MDFN�

��

䑦�䑦�䐀䐱�䐀䐏䀃W䁋䐀 䐷䁋䑆�
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SHOCK/ENERGY HAZARD
Install in Restricted Access Location.

Use 10-14 AWG copper wire only.

Terminal block screw torque: 9 lb-in (1 n•M).

Branch circuit must have circuit breaker, 15A or less.

Power must be sourced via two pole disconnect device.

Install terminal block cover after wiring.

Dual-Redundant Power Supplies
$Q\�FRPELQDWLRQ�RI�8QLYHUVDO�$&�DQG�RU�'&�VXSSOLHV�LV�DYDLODEOH���3ULPDU\�DQG�VHFRQGDU\�SRZHU�
VXSSOLHV�DUH�FRQQHFWHG�LQ�D�GXDO�UHGXQGDQW�FRQ¿JXUDWLRQ�ZLWK�KLWOHVV�DXWRPDWLF�SULPDU\�WR�VHFRQGDU\�
DQG�VHFRQGDU\�WR�SULPDU\�VZLWFKRYHU�

$�IDXOW�GHWHFWRU�PRQLWRUV�WKH�VWDWXV�RI�HDFK�UHGXQGDQW�SRZHU�VXSSO\���:KHQ�D�IDXOW�LV�GHWHFWHG�LW�ZLOO�
WULJJHU�D�V\VWHP�DODUP���:KHQ�6RQRPD�LV�FRQ¿JXUHG�ZLWK�'XDO�3RZHU�6XSSOLHV��DQ�DODUP�ZLOO�VKRZ�LI�
WKH�SULPDU\�RU�VHFRQGDU\�VXSSO\�GRHV�QRW�KDYH�SRZHU�FRQQHFWHG��

Masking Dual Power Supply Fault Alarms
<RX�FDQ�PDVN�WKH�3ULPDU\�DQG�6HFRQGDU\�)DXOWV�WR�SUHYHQW�WKHP�IURP�FDXVLQJ�D�V\VWHP�DODUP���
0DVNLQJ�D�IDXOW�ZLOO�SUHYHQW�LW�IURP�FDXVLQJ�WKH�$ODUP�/('�DQG�$ODUP�2XWSXW��LI�DQ\��IURP�JRLQJ�
DFWLYH���0DVNLQJ�D�IDXOW�ZLOO�127�SUHYHQW�LW�IURP�VKRZLQJ�RQ�WKH�IURQW�SDQHO�6\VWHP�)DXOWV�GLVSOD\�
RU�LQ�WKH�IRUUVCV�FRPPDQG���

7R�PDVN�WKH�IDXOW��WUDYHUVH�WR�WKH�)DXOWV�0HQX��WKHQ�VHOHFW�3ZU)OW0DVN���2U��\RX�FDQ�XVH�WKH�FRQVROH�
FRPPDQGV�RYTHNVOCUM�DQG�UGVRYTHNVOCUM���3DUDPHWHUV�DUH�HLWKHU�0DVNHG�RU�(QDEOHG���6HWWLQJ�
WKLV�FRPPDQG�WR�0DVNHG�ZLOO�SUHYHQW�D�SRZHU�VXSSO\�IDXOW�IURP�FUHDWLQJ�DQ�DODUP�FRQGLWLRQ���7KH�
IDFWRU\�GHIDXOW�VHWWLQJ�LV�(QDEOHG�

� &RPPDQG�� RYTHNVOCUM

� 6RQRPD�UHSO\�� 2TKOCT[�2QYGT�+PRWV�(CWNV�#NCTO�KU�/#5-'&
� � � 5GEQPF�

RYTHNVOCUM
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 Display and Keypad 
 Operation

7KH�GLVSOD\�PHQXV�DUH�RUJDQL]HG�DV�VKRZQ�EHORZ�

Traversing the Display Structure
$IWHU�SRZHU�LQLWLDOL]DWLRQ�WKH�ZHOFRPH�PHVVDJH�ZLOO�DSSHDU���3UHVV�DQ\�NH\�WR�JR�WR�WKH�7LPH�6WDWXV�
GLVSOD\��ZKLFK�LV�GHVFULEHG�EHORZ���)URP�WKH�7LPH�6WDWXV�GLVSOD\��SUHVV�(17(5�RU�'2:1�WR�JR�WR�
WKH�0DLQ�0HQX���$V�LOOXVWUDWHG�LQ�WKH�GLDJUDP�DERYH��VHYHUDO�VWDWXV�DQG�VHWXS�GLVSOD\V�DUH�DFFHVVLEOH�
IURP�WKH�0DLQ�0HQX���7R�JR�GRZQZDUG�WKURXJK�WKH�VWUXFWXUH�XVH�WKH�5,*+7�DQG�/()7�DUURZ�NH\V�
WR�KLJKOLJKW�D�VHOHFWLRQ�DQG�WKHQ�SUHVV�(17(5�RU�'2:1���7R�JR�EDFN�XS�WKURXJK�WKH�VWUXFWXUH�SUHVV�
%$&.�RU�83�WR�UHWXUQ�WR�WKH�SUHYLRXV�GLVSOD\��

Editing
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Keypad EDIT Lockout
$V�D�VHFXULW\�IHDWXUH��\RX�FDQ�GLVDEOH�DOO�HGLWLQJ�SURFHVVHV�GRQH�WKURXJK�WKH�IURQW�SDQHO�NH\SDG���'R�
WKLV�WR�SUHYHQW�XQDXWKRUL]HG�PRGL¿FDWLRQ�RI�WKH�LQVWUXPHQW���:KHQ�WKH�(',7�NH\�KDV�EHHQ�GLVDEOHG��D�
ZDUQLQJ�PHVVDJH�ZLOO�DSSHDU�ZKHQHYHU�D�XVHU�WULHV�WR�HGLW�D�SDUDPHWHU���7R�HQDEOH�WKH�ORFNRXW�IHDWXUH�
XVH�WKH�NQEMQWVMR�FRPPDQG�DV�GHVFULEHG�LQ�Chapter 9 - Console Port Control and Status���7KH�
ORFNRXW�IHDWXUH�ZLOO�SUHYHQW�HGLWLQJ�RQO\��WKH�GLVSOD\V�DUH�DOZD\V�DYDLODEOH�IRU�YLHZLQJ�

Using Help
3UHVV�+(/3�DW�DQ\�WLPH�WR�UHDG�WKH�FRQWH[W�VHQVLWLYH�KHOS�PHVVDJHV���8VH�83�DQG�'2:1�WR�VFUROO�
WKURXJK�WKH�KHOS�PHVVDJH���3UHVV�WKH�+(/3�NH\�D�VHFRQG�WLPH�WR�H[LW�+HOS��RU�SUHVV�%$&.��

Shortcut Menu
7KH�6KRUWFXW�0HQX�DOORZV�WKH�XVHU�TXLFN�DFFHVV�WR�SDUWLFXODU�GLVSOD\V�IURP�WKH�7LPH�6WDWXV�GLVSOD\���
7KH�GLVSOD\V�DYDLODEOH�WKURXJK�WKH�6KRUWFXW�0HQX�DUH�WKH�5HFHLYHU�6WDWXV��*36�5HIHUHQFH�3RVLWLRQ��
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5HFHLYHU�6WDWXV���� *36�6XEV\VWHP�5HFHLYHU�VWDWXV�DV�IROORZV�
� � � :50�� � :DUPXS�SHULRG�IRU�XQLWV�ZLWK�RVFLOODWRU�XSJUDGHV�
� � � $&4�� � $FTXULQJ���6HDUFKLQJ�IRU�D�VLJQDO�
� � � /.*�� � /RFNLQJ�WR�WKH�*36�VLJQDO�
� � � /.'�� � /RFNHG���)XOO\�V\QFKURQL]HG�WR�VLJQDO�

6\VWHP�6WDWXV���� ,QGLFDWHV�HLWKHU�2.�RU�ÀDVKLQJ�)$8/7���$�IDXOW�VWDWXV�LQGLFDWHV�WKDW�RQH�RU�PRUH
� � � RI�WKH�EXLOW�LQ�IDXOW�FKHFNLQJ�SURFHVVHV�KDV�GHWHFWHG�DQ�HUURU�FRQGLWLRQ���6HH�
� � � Faults: System�LQ�WKLV�FKDSWHU�IRU�PRUH�LQIRUPDWLRQ�

$Q�DOWHUQDWH�7LPH�6WDWXV�GLVSOD\�FDQ�EH�YLHZHG�E\�SUHVVLQJ�WKH�ULJKW�DUURZ�NH\���<RX�FDQ�JR�EDFN�WR�
WKH�RULJLQFLĀ � �
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7)20���� � 7KLV�LV�D�YDOXH�EHWZHHQ���DQG���DQG�LQGLFDWHV�FORFN�DFFXUDF\�
� � � $�GHWDLOHG�H[SODQDWLRQ�RI�7)20�LV�LQ�Appendix A - TFOM�

��RI�69V�� � 7KLV�VKRZV�WKH�QXPEHU�RI�FXUUHQWO\�WUDFNV�6DWHOOLWH�9HKLFOHV�IURP���WR����

$YJ�&�1R� �� 7KH�FDUULHU�WR�QRLVH�UDWLR�LV�DQ�LQGLFDWRU�RI�WKH�*36�VLJQDO�TXDOLW\���7KLV
� � � QXPEHU�W\SLFDOO\�UDQJHV�IURP����WR����G%�ZKHQ�WKH�LQVWUXPHQW�LV�ORFNHG�

69�,'����� � 7KLV�¿HOG�OLVWV�WKH�VDWHOOLWH�YHKLFOHV�WKDW�DUH�FXUUHQWO\�EHLQJ�WUDFNHG�

Receiver: Satellite Vehicle Information (SV_Info)
7KLV�GLVSOD\V�VKRZV�WKH�FKDQQHO�QXPEHU��69�QXPEHU��D]LPXWK��HOHYDWLRQ�DQG�WKH�FDUULHU�WR�QRLVH�UDWLR�
�&�1R��IRU�DOO����FKDQQHOV�RI�WKH����FKDQQHO�*36�5HFHLYHU���69�QXPEHU���LV�DQ�LQYDOLG�QXPEHU�DQG�
LQGLFDWHV�WKDW�QR�VDWHOOLWH�LV�EHLQJ�WUDFNHG�RQ�WKDW�FKDQQHO���9DOLG�69�QXPEHUV�UDQJH�IURP���WR������
$]LPXWK�DQG�HOHYDWLRQ�DUH�LQ�GHJUHHV�DQG�&�1R�LV�LQ�G%�

Receiver: Reference Position (Ref_Pos)
7KLV�GLVSOD\�VKRZV�WKH�FXUUHQW�*36�UHIHUHQFH�SRVLWLRQ�DQG�DOORZV�\RX�WR�HQWHU�D�SRVLWLRQ��LI�GHVLUHG���
7KH�*36�UHIHUHQFH�SRVLWLRQ�LV�WKH�SRVLWLRQ�RI�WKH�*36�DQWHQQD��$FFXUDWH�SRVLWLRQ�LV�QHFHVVDU\�WR�
JHQHUDWH�SUHFLVH�WLPH�DQG�IUHTXHQF\�RXWSXWV�

7KH�SRVLWLRQ�LV�VKRZQ�DV�ODWLWXGH��ORQJLWXGH�DQG�HOHYDWLRQ���/DWLWXGH�DQG�ORQJLWXGH�DUH�VKRZQ�DV�
KHPLVSKHUH��1RUWK��6RXWK��(DVW��:HVW���GHJUHHV��PLQXWHV�DQG�VHFRQGV���(OHYDWLRQ�LV�VKRZQ�LQ�PHWHUV�
DERYH�WKH�:*6����HOOLSVRLG�

7KH�VRXUFH�¿HOG��65&��LQGLFDWHV�WKH�VRXUFH�RI�WKH�SRVLWLRQ�LQIRUPDWLRQ���3RVVLEOH�YDOXHV�DUH�³XQ�
NQRZQ´��³DYHUDJH´�DQG�³XVHU´���:KHQ�¿UVW�LQVWDOOHG��WKH�SRVLWLRQ�VRXUFH�ZLOO�EH�³XQNQRZQ´���,W�
FKDQJHV�WR�³DYHUDJH´�DIWHU�WKH�UHFHLYHU�KDV�FRPSXWHG�WKH�¿UVW���GLPHQVLRQDO�SRVLWLRQ�¿[���7KH�SRVL�
WLRQ�FRQWLQXHV�WR�EH�DYHUDJHG�IRU�DERXW����KRXUV���&RPSXWDWLRQ��UHTXLUHV�WKDW�D�PLQLPXP�RI���RU�
PRUH�VDWHOOLWHV�EH�LQ�YLHZ���

:LWK�D�URRIWRS�DQWHQQD�LQVWDOODWLRQ�WKDW�KDV�DQ�XQREVFXUHG�YLHZ�RI�WKH�VN\H�P‰

:LWK�D�ŵRRʐ堀唀儀ᄀ䐀䐀夀一封뀁瀀〄者 怄쀁ဏ々 一射စ 〄䀅စက々ငQQ��EH�LQ�YLHZWLRQ�FRQƑ倅  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� � SRVLWLRQ���2QFH�WKH�UHFHLYHU�KDV�FRPSXWHG�D�QHZ�DFFXUDWH�UHIHUHQFH�SRVLWLRQ�WKH�SRVLWLRQ
� � VRXUFH�ZLOO�FKDQJH�IURP�³XQNQRZQ´�WR�³DYHUDJH´�

8VHU�� 6HOHFWLQJ�³XVHU´�ZLOO�DOORZ�\RX�WR�HQWHU�D�SRVLWLRQ���,W�LV�YHU\�LPSRUWDQW�WKDW�WKH�QHZ
� � UHIHUHQFH�SRVLWLRQ�EH�DFFXUDWH���5HIHU�WR�Appendix E - Installing the GPS Antenna, 
  GPS Reference Position IRU�GHWDLOHG�LQVWUXFWLRQV�RQ�KRZ�WR�REWDLQ�DQ�DFFXUDWH�UHIHUHQFH
� � SRVLWLRQ�IRU�\RXU�ORFDWLRQ�

Receiver: Last Fix Position (Last_Fix)
7KLV�GLVSOD\�SURYLGHV�WKH�ODVW�FRPSXWHG�*36�SRVLWLRQ���:KHQ�WUDFNLQJ�IRXU�RU�PRUH�VDWHOOLWHV��WKH�
*36�5HFHLYHU�SURYLGHV�D��'�SRVLWLRQ�¿[���:KHQ�RQO\�WKUHH�VDWHOOLWHV�DUH�LQ�YLHZ��WKLV�ZLOO�GURS�WR�
D��'�SRVLWLRQ�¿[���7KH�ODVW�¿[�SRVLWLRQ�LV�QRUPDOO\�OHVV�DFFXUDWH�WKDQ�WKH�UHIHUHQFH�SRVLWLRQ��EXW�LW�
GRHV�SURYLGH�D�JRRG�LQGLFDWLRQ�WKDW�WKH�UHFHLYHU�LV�ZRUNLQJ�SURSHUO\���3RVLWLRQ�LV�SURYLGHG�LQ�ODWLWXGH��
ORQJLWXGH�DQG�KHLJKW�

Receiver: UTC Information (UTC_Info)
7KLV�GLVSOD\�VKRZV�WKH�87&�,QIRUPDWLRQ�ZKLFK�LQFOXGHV�OHDS�VHFRQGV��/6��DQG�IXWXUH�OHDS�VHFRQGV�
�/6)��IRU�WKH�ZHHN�QXPEHU��:1BOVI��DQG�GD\�QXPEHU��'1��GLVSOD\HG���,W�DOVR�VKRZV�WKH�,&'�*36�
����DOPDQDF�SDUDPHWHUV�ZKLFK�DUH�XVHG�WR�FDOFXODWH�WKH�RIIVHW�EHWZHHQ�87&�DQG�*36�WLPH���7KHVH�
LQFOXGH�SDUDPHWHUV�IRU�GHWHUPLQLQJ�OHDS�VHFRQGV�DQG�WKH�SDUDPHWHUV�IRU�FDOFXODWLQJ�WKH�VPDOO�UHVLGXDO�
RIIVHW�EHWZHHQ�WKH�*36�PDVWHU�FORFN�HQVHPEOH�DQG�87&�8612���7KLV�ODWWHU�YDOXH�LV�W\SLFDOO\�OHVV�
WKDQ����QDQRVHFRQGV���3UHVV�+(/3�WR�UHDG�PRUH�GHWDLOHG�LQIRUPDWLRQ�RQ�WKH�¿HOGV�VKRZQ�LQ�WKLV�
GLVSOD\�

Receiver: Dynamic Mode (Dyn_Mode)
7KH�*36�G\QDPLF�PRGH�VHWWLQJ�DIIHFWV�WKH�SRVLWLRQ�YDOXH�XVHG�E\�WKH�V\VWHP�WR�GHULYH�DFFXUDWH�WLPH�
V\QFKURQL]DWLRQ���,Q�G\QDPLF�PRGH��WKH�DYHUDJH�SRVLWLRQ�LV�GLVSOD\HG�DV�WKH�FXUUHQW�SRVLWLRQ��LQ�RWKHU�
ZRUGV���WKHUH�LV�QR�SRVLWLRQ�DYHUDJLQJ���

,W�LV�LPSRUWDQW�WR�VHW�WKH�PRGH�WR�³2))��VWDWLF�LQVWDOODWLRQ�´�ZKHQ�WKH�LQVWUXPHQW�LV�LQ�D�VWDWLF�LQVWDO�
ODWLRQ���7KLV�LV�WKH�IDFWRU\�GHIDXOW�VHWWLQJ���6HW�WKH�PRGH�WR�³21��G\QDPLF�LQVWDOODWLRQ�´�21/<�LI�WKH�
LQVWUXPHQW�LV�LQVWDOOHG�RQ�D�PRYLQJ�SODWIRUP��VKLSERDUG�RQO\��

Receiver: Oscillator Status (Osc_Stat)
7KLV�GLVSOD\�SURYLGHV�WKH�V\VWHP�RVFLOODWRU�VWDWXV�LQIRUPDWLRQ�ZKLFK�LQFOXGHV�RVFLOODWRU�W\SH�DQG�
HOHFWURQLF�IUHTXHQF\�FRQWURO�VWDWXV���7KH�RVFLOODWRU�FRQWURO�'$&�YDOXH�LQGLFDWHV�WKH�IUHTXHQF\�FRQWURO�
VHWWLQJ���7KH�V\VWHP�DXWRPDWLFDOO\�VHWV�WKLV�YDOXH�WR�UHPRYH�IUHTXHQF\�HUURUV���9DOXHV�PD\�UDQJH�IURP�
��WR�������������9DOXHV�FORVH�WR�WKH�PLQLPXP�RU�PD[LPXP�ZLOO�VHW�WKH�'$&�IDXOW�ÀDJ�WKDW�ZLOO�DSSHDU�
LQ�WKH�IDXOW�VWDWXV�GLVSOD\���7KH�7LPH�6WDWXV�GLVSOD\�ZLOO�DOVR�LQGLFDWH�D�IDXOW�FRQGLWLRQ�

7KH�RVFLOODWRU�W\SH�LQGLFDWHV�WKH�RVFLOODWRU�WKDW�LV�LQVWDOOHG���3RVVLEOH�RVFLOODWRU�W\SHV�DUH�

� 7HPSHUDWXUH�FRPSHQVDWHG�FU\VWDO�RVFLOODWRU��7&;2��
� 2YHQ�FRQWUROOHG�RVFLOODWRU��2&;2�
� 5XELGLXP�RVFLOODWRU��5E�
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Receiver: Calibrate
&DOLEUDWH�LV�XVHG�WR�VHW�WKH�DQWHQQD�SURSDJDWLRQ�GHOD\���7KLV�ZLOO�DGYDQFH�RU�UHWDUG�WKH�FORFN�LQ�RUGHU�
WR�FRUUHFW�IRU�DQWHQQD�FDEOH�OHQJWK�RU�WR�FRPSHQVDWH�IRU�WKH�LQKHUHQW�WLPH�RIIVHWV�WKDW�PD\�H[LVW�ZLWK�
H[WHUQDO�KDUGZDUH�VXFK�DV�GLVWULEXWLRQ�DPSOL¿HUV��HWF���&DOLEUDWLRQ�UDQJH�LV����������QDQRVHFRQGV�

Faults Menu
7KH�)DXOWV�0HQX�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�SURYLGHV�DFFHVV�WR�YLHZ�WKH�6\VWHP�)DXOWV�DQG�
WR�VHW�IDXOW�PDVNV�IRU�WKH�$QWHQQD�)DXOW�DQG�WKH�6LJQDO�/RVV�)DXOW�

Faults: System
$OO�V\VWHP�IDXOWV�DUH�VKRZQ�RQ�WKLV�GLVSOD\�DQG�WKHLU�FXUUHQW�VWDWXV��HLWKHU�2.�RU�)$8/7���:KHQ�D�
IDXOW�FRQGLWLRQ�H[LVWV�WKH�)/7�LQGLFDWRU�ZLOO�ÀDVK���

7KHVH�IDXOW�LQGLFDWRUV�DUH�WKH�VDPH�DV�WKH�FRUUHVSRQGLQJ�ELW�SRVLWLRQV�VKRZQ�LQ�WKH�IRUUVCV�IDXOW�
VWDWXV�ZRUG��)/76�����6HH�Chapter 9 - Console Port Control and Status�IRU�LQIRUPDWLRQ�RQ�IRU�

UVCV
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� )/6+� *36�5HFHLYHU�)/$6+�:ULWHV
� )3*$� *36�5HFHLYHU�)3*$�&RQ¿JXUDWLRQ
� 6,*� *36�6LJQDO
� '$&� 5HFHLYHU�2VFLOODWRU�'$&

� 26&� 5HFHLYHU�2VFLOODWRU
� 5()� *36�5HIHUHQFH�7LPH
� 6<1�� /RFDO�2VFLOODWRU�6\QWKHVL]HU�7XQLQJ
� 6<1�� /RFDO�2VFLOODWRU�6\QWKHVL]HU

� 3//� 2VFLOODWRU�3//
� 23(1� $QWHQQD�2SHQ
� 6+57� $QWHQD�6KRUW
�

Faults: Antenna Fault Mask (AntFltMask)
7KLV�VHWWLQJ�DOORZV�\RX�WR�SUHYHQW�WKH�DQWHQQD�IDXOW�IURP�FUHDWLQJ�DQ�DODUP�FRQGLWRQ���6RPH�LQVWDO�
ODWLRQV�PD\�QHHG�WR�PDVN�WKLV�IDXOW�GXH�WR�VSHFLDO�DQWHQQD�VLWXDWLRQV�OLNH�VSOLWWHUV�RU�'&�EORFNV�WKDW�
FRQIXVH�WKH�DQWHQQD�GHWHFWLRQ�FLUFXLW�

Faults: Signal Loss Fault Mask (SigFltMask)
7KLV�VHWWLQJ�DOORZV�\RX�WR�SUHYHQW�D�VLJQDO�ORVV�IDXOW�IURP�FUHDWLQJ�DQ�DODUP�FRQGLWLRQ���6RPH�LQVWDOOD�
WLRQV�PD\�QHHG�WR�PDVN�WKLV�IDXOW�ZKHQ�RSHUDWLQJ�WKH�173�VHUYHU�DV�D�6WUDWXP���VHUYHU���

Optional Faults: Dual Power Input Fault Alarm Masks (PwrFltMask)
7KLV�VHWWLQJ�DOORZV�\RX�WR�SUHYHQW�D�SULPDU\�RU�VHFRQGDU\�SRZHU�VXSSO\�IDXOW�IURP�FUHDWLQJ�DQ�DODUP�
FRQGLWLRQ�����6HH�Chapter 10 - Options, Masking Dual Power Supply Fault Alarms�IRU�PRUH�LQIRU�
PDWLRQ�

Optional System I/O Menu (Sys_I/O)
7KH�6\VB,�2�0HQX�LV�XVHG�IRU�YLHZLQJ�DQG�FRQ¿JXULQJ�RSWLRQDO�V\VWHP�ZLGH�RXWSXW�VLJQDOV���6HH�
Chapter 10 - Options, CPU Module Options�IRU�PRUH�LQIRUPDWLRQ�

Optional CPU Module I/O Menu (CPU_I/O)
7KH�&38B,�2�0HQX�LV�XVHG�IRU�YLHZLQJ�DQG�FRQ¿JXULQJ�RSWLRQDO�&38�0RGXOH�RXWSXW�VLJQDOV���6HH�
Chapter 10 - Options, CPU Module Options�IRU�PRUH�LQIRUPDWLRQ�

Network Menu
7KH�1HWZRUN�0HQX�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�SURYLGHV�DFFHVV�WR�1HWZRUN���1HWZRUN���DQG�
5(%227�GLVSOD\V�ZKLFK�DUH�GHVFULEHG�EHORZ�
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Network: Network4
7KLV�GLVSOD\�SURYLGHV�WKH�DELOLW\�WR�YLHZ�DQG�PRGLI\�WKH�,3Y��QHWZRUN�VHWWLQJV���7KH�SDUDPHWHUV�
LQFOXGH�'\QDPLF�+RVW�&RQ¿JXUDWLRQ�3URWRFRO��'+&3���,3�DGGUHVV��JDWHZD\��QHWPDVN�DQG�GRPDLQ�
QDPH�VHUYHU��'16��VHWWLQJV���(QDEOH�'+&3�WR�DOORZ�DXWRPDWLF�V\VWHP�FRQ¿JXUDWLRQ�RI�WKH�QHWZRUN�
LQWHUIDFH���:KHQ�'+&3�LV�GLVDEOHG�WKH�XVHU�PXVW�SURYLGH�DGGUHVV�LQIRUPDWLRQ�

Network: Network6
7KLV�GLVSOD\�SURYLGHV�WKH�DELOLW\�WR�YLHZ�DQG�PRGLI\�WKH�,3Y��QHWZRUN�VHWWLQJV���5HIHU�WR�Chapter 8 
- IPv6 Information�

Network: MAC Address (MAC_Addr)
7KLV�GLVSOD\�SURYLGHV�WKH�PHGLD�DFFHVV�FRQWURO��0$&��DGGUHVV�IRU�ERWK�QHWZRUN�SRUWV��GVJ��DQG�
GVJ���

Network: REBOOT
7KLV�LV�D�ZD\�WR�UHERRW�WKH�6RQRPD�DQG�LV�QHFHVVDU\�DIWHU�\RX¶YH�¿QLVKHG�FRQ¿JXULQJ�WKH�QHWZRUN�
SDUDPHWHUV���8QWLO�\RX�GR�WKLV��WKH�QHWZRUN�SDUDPHWHUV�WKDW�DUH�VKRZQ�ZLOO�EH�WKH�DFWLYH�VHWWLQJV��127�
WKH�QHZ�VHWWLQJV���7KH�QHZ�VHWWLQJV�ZLOO�EHFRPH�DFWLYH�DIWHU�\RX�UHERRW�

NTP Menu
7KH�173�0HQX�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�SURYLGHV�DFFHVV�WR�WKH�6WDWXV��,�2�6WDWLVWLFV�DQG�
6HWXS�GLVSOD\V�GHVFULEHG�EHORZ�

NTP: Status
7KLV�GLVSOD\�SURYLGHV�LQIRUPDWLRQ�DVVRFLDWHG�ZLWK�WKH�173�6XEV\VWHP�

6WUDWXP�� 7KLV�VWUDWXP�¿HOG�KDV�WKUHH�SRVVLEOH�YDOXHV�
� � 6WUDWXP������ 7KH�VHUYHU�LV�IXOO\�V\QFKURQL]HG�DQG�DFFXUDWH�
� � 6WUDWXP���� 7KH�VHUYHU�LV�V\QFKURQL]HG�WR�D�6WUDWXP���VHUYHU�
� � 6WUDWXP�[�� 7KH�VHUYHU�LV�V\QFKURQL]HG�WR�D�6WUDWXP�[���VHUYHU�
� � 6WUDWXP����� 7KH�VHUYHU�LV�XQV\QFKURQL]HG���173�FOLHQWV�ZLOO�QRW�XVH�D�6WUDWXP���
� � � � �VHUYHU�
6RXUFH�� 7KH�V\QFKURQL]DWLRQ�VRXUFH�LV�QDPHG�KHUH���)RU�WKH�6RQRPD�*36�WKH�VRXUFH�LV�*36�
� � ,3�DGGUHVV�RI�XSVWUHDP�VRXUFH��RU�QRQH�

2IIVHW���� 7KH�173�RIIVHW�LQGLFDWHV�WKH�DFFXUDF\�RI�WKH�173�V\VWHP�FORFN�UHODWLYH�WR�WKH�*36
� � 6XEV\VWHP�FORFN���,QLWLDOO\��LI�WKH�RIIVHW�EHWZHHQ�WKH�173�V\VWHP�FORFN�DQG�WKH�*36
� � 6XEV\VWHP�FORFN�LV�ODUJH�WKH�GLVSOD\�ZLOO�LQGLFDWH�³QRW�DYDLODEOH´���$IWHU�WKH�*36�
� � 6XEV\VWHP�ORFNV��WKH�173�FORFN�ZLOO�V\QFKURQL]H�WR�WKH�*36�6XEV\VWHP���2QFH�
� � V\QFKURQL]DWLRQ�LV�FRPSOHWH��WKH�W\SLFDO�RIIVHWV�ZLOO�UDQJH�RYHU�DSSUR[LPDWHO\�
� � ������PLFURVHFRQG�

/,�%LWV���� 6KRZV�WKH�VWDWXV�RI�WKH�OHDS�LQGLFDWRU�ELWV�DV�VHQW�E\�WKH�6RQRPD�WLPH�VHUYHU�WR�WKH
� � FOLHQWV�LQ�WKH�173�UHSO\�SDFNHWV���/HDS�VHFRQGV�RFFXU�DERXW�HYHU\��ò�WR���\HDUV���
� � 3RVVLEOH�LQGLFDWRU�YDOXHV�DUH�



S o n o m a  U s e r  M a n u a l112

C H A P T E R  E L E V E N

113 S o n o m a  U s e r  M a n u a l

F R O N T - P A N E L  K E Y P A D  A N D  D I S P L A Y

� � ����� � 1RUPDO��ORFNHG�RSHUDWLRQ�
� � ����� � /HDS�VHFRQG�LQVHUWLRQ�ZLOO�RFFXU�DIWHU����������87&�
� � ����� � )DXOW���8QV\QFKURQL]HG�VWDWH�

NTP: I/O Statistics (I/O_Stats)
7KLV�GLVSOD\�VKRZV�VRPH�NH\�LQIRUPDWLRQ�UHJDUGLQJ�WKH�RSHUDWLRQ�RI�WKH�173�GDHPRQ���7KH�LQIRUPD�
WLRQ�LQFOXGHV�WKH�WLPH�VLQFH�UHVHW�DQG�WKH�FRXQWV�RI�UHFHLYHG��VHQW�DQG�GURSSHG�SDFNHWV��DQG�WKH�VHQW�
SDFNHW�UDWH�

NTP: Setup
7KLV�GLVSOD\�SURYLGHV�DFFHVV�WR�WKH�173�EURDGFDVW�DQG�PXOWLFDVW�VHWWLQJV�DQG�SURYLGHV�\RX�ZLWK�D�
FRQYHQLHQW�PHDQV�RI�FKHFNLQJ�WKH�FXUUHQW�FRQ¿JXUDWLRQ�DQG�DOORZV�OLPLWHG�VHWXS���<RX�PD\�DOVR�
SHUIRUP�D�PRUH�FRPSOHWH�EURDGFDVW�PXOWLFDVW�FRQ¿JXUDWLRQ�YLD�D�VGNPGV�RU�UUJ�VHVVLRQ�RU�WKH�ORFDO�
56�����FRQVROH�XVLQJ�WKH�PVREQPHKI�XWLOLW\���7KLV�XWLOLW\�SURYLGHV�D�PRUH�VHFXUH�PHDQV�RI�VHWXS�DQG�
VR�LV�PRUH�FRPSOHWH���,W�ZLOO�DOORZ�\RX�WR�VHOHFW�NH\V�DQG�LGHQWLI\�WUXVWHG�NH\V���

7KLV�GLVSOD\�ZLOO�LQGLFDWH�WKDW�WKH�PRGH�LV�EURDGFDVW���EURDGFDVW���PXOWLFDVW���PXOWLFDVW��RU�GLVDEOHG���
,W�DOORZV�,3Y��RU�,3Y��FRQ¿JXUDWLRQ�RI�HLWKHU�EURDGFDVW�RU�PXOWLFDVW�PRGH�ZLWK�VHOHFWLRQ�RI�WKH�EURDG�
FDVW�DGGUHVV��PXOWLFDVW�WLPH�WR�OLYH��77/��DQG�WUXVWHG�NH\�IRU�0'��DXWKHQWLFDWLRQ���7KH�EURDGFDVW�
PXOWLFDVW�PRGH�PD\�DOVR�EH�GLVDEOHG�

%URDGFDVW�0RGH� ,Q�WKLV�PRGH�WKH�EURDGFDVW�DGGUHVV�LV�GLVSOD\HG���,I�0'��DXWKHQWLFDWLRQ�LV�
� � � VHOHFWHG�WKH�WUXVWHG�NH\�QXPEHU�ZLOO�DOVR�EH�GLVSOD\HG�

0XOWLFDVW�0RGH� 7KH�PXOWLFDVW�DGGUHVV�PXVW�EH�����������RU�II����������0XOWLFDVW�PD\�DOVR�XVH�
� � � 0'��DXWKHQWLFDWLRQ���,I�VHOHFWHG��WKH�WUXVWHG�NH\�QXPEHU�ZLOO�DOVR�EH�GLVSOD\HG�

3UHVV�(',7�WR�FKDQJH�WKH�EURDGFDVW�PXOWLFDVW�VHWWLQJV���(DFK�RI�WKH�HGLW�ZLQGRZV�KDV�KHOS�LQIRU�
PDWLRQ�DYDLODEOH�WR�JXLGH�\RX�WKURXJK�WKH�VHWXS�SURFHVV���1RWH�WKDW�FKDQJLQJ�WKH�173�PXOWLFDVW�
EURDGFDVW�VHWWLQJV�GRHV�QRW�WDNH�HIIHFW�XQWLO�WKH�V\VWHP�UHERRWV��7KH�QHZ�SDUDPHWHUV�DUH�ORDGHG�WR�WKH�
ntp.conf�¿OH�LQ�WKH�/boot/etc/�GLUHFWRU\���2QO\�WKH�EURDGFDVW�OLQH�LQ�WKH�ntp.conf�¿OH�LV�PRGL¿HG���7KH�
¿QDO�GLVSOD\�LQ�WKH�HGLW�VHTXHQFH�UHTXLUHV�FRQ¿UPDWLRQ�RI�\RXU�LQWHQW�WR�FKDQJH�WKH�LQVWUXPHQW�VHW�
WLQJV���2QFH�FRQ¿UPDWLRQ�WDNHV�SODFH��WKH�LQVWUXPHQW�ZLOO�UHERRW�

Optional PTP Menu
7KH�373�0HQX�LV�XVHG�IRU�FRQWURO�DQG�VWDWXV�RI�WKH�373�,(((������RSWLRQ���6HH�Chapter 4 - PTP/
IEEE-1588 IRU�PRUH�LQIRUPDWLRQ�

Clock Menu
7KH�&ORFN�0HQX�SURYLGHV�DFFHVV�WR�WKH�SDUDPHWHUV�UHODWHG�WR�WLPHNHHSLQJ���7KHVH�DUH�7LPHB0RGH��
7LPHB=RQH��+RXUB0RGH��DQG�'67���7KHVH�GLVSOD\V�DUH�DOO�GHVFULEHG�EHORZ���
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Clock: Time Mode
7LPH�PRGH�GH¿QHV�WKH�WLPH�IRUPDW�XVHG�IRU�WKH�IURQW�SDQHO�WLPH�GLVSOD\�DQG��LI�LQVWDOOHG��WKH�RSWLRQDO�
7LPH�&RGH�RU�6HULDO�7LPH�RXWSXW���7KH�WLPH�PRGH�GRHV�QRW�DIIHFW�WKH�173�RXWSXW��ZKLFK�LV�DOZD\V�
87&���3RVVLEOH�YDOXHV�IRU�WKH�WLPH�PRGH�DUH�*36��87&��DQG�/RFDO�WLPH���*36�WLPH�LV�GHULYHG�IURP�
WKH�*36�VDWHOOLWH�V\VWHP���87&�LV�*36�WLPH�PLQXV�WKH�FXUUHQW�OHDS�VHFRQG�FRUUHFWLRQ���/RFDO�WLPH�LV�
87&�SOXV�WLPH�]RQH�RIIVHW�DQG�'67���7KH�WLPH�]RQH�DQG�'67�GLVSOD\V�DUH�GHVFULEHG�EHORZ�

Clock: Time Zone
7KH�WLPH�]RQH�LV�XVHG�LQ�FDOFXODWLQJ�WKH�FXUUHQW�/RFDO�WLPH�ZKHQ�WKH�WLPH�PRGH�LV�VHW�WR�/RFDO��VHH�
WLPH�PRGH�DERYH����3UHVV�WKH�(',7�NH\�WR�FKDQJH�WKH�YDOXH���(QWHU�D�QHJDWLYH�RIIVHW�IRU�WLPH�]RQHV�
ZHVW�RI�WKH�*UHHQZLFK�PHULGLDQ��DQG�D�SRVLWLYH�RIIVHW�IRU�WLPH�]RQHV�WR�WKH�HDVW���,I�HQDEOHG��'67�ZLOO�
DGG�DQ�DGGLWLRQDO�KRXU�

Clock: Hour Mode
+RXU�PRGH�DIIHFWV�WKH�IURQW�SDQHO�WLPH�GLVSOD\�DQG�LV�DFWLYH�RQO\�ZKHQ�WKH��WLPH�PRGH�LV�VHW�WR�/RFDO�
WLPH���+RXUV�GLVSOD\�VHOHFWLRQV�DUH�HLWKHU����KRXU�IRUPDW�������KRXUV�ZLWK�$0�30�LQGLFDWRU��RU����
KRXU�IRUPDW�������KRXUV��

Clock: Daylight Saving Time (DST)
'67�LV�XVHG�LQ�FDOFXODWLQJ�WKH�FXUUHQW�/RFDO�WLPH�ZKHQ�WKH�WLPH�PRGH�LV�VHW�WR�/RFDO���:KHQ�WKH�
WLPH�PRGH�LV�/RFDO�WKLV�GLVSOD\�ZLOO�DOORZ�\RX�WR�HQDEOH�RU�GLVDEOH�'67�E\�SUHVVLQJ�(',7���,I�'67�LV�
GLVDEOHG�WKHQ�DQ\�SUHYLRXVO\�VHW�VWDUW�DQG�VWRS�WLPHV�ZLOO�EH�LJQRUHG���,I�'67�LV�HQDEOHG�WKHQ�WKH�VWDUW�
DQG�VWRS�WLPHV�FDQ�EH�VHW�E\�SUHVVLQJ�WKH�DUURZ�NH\V�WR�VFUROO�DQG�WKHQ�(17(5���'67�LV�DFWLYH�ZLWKLQ�
WKH�VWDUW�VWRS�LQWHUYDO�DQG�DGGV�RQH�KRXU�WR�WKH�/RFDO�WLPH���,I�'67�LV�DFWLYH�WKH�GLVSOD\�ZLOO�VKRZ�DQ�
DFWLYH�LQGLFDWRU�

Display Setup
7KLV�GLVSOD\�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�FRQWDLQV�SDUDPHWHUV�UHODWHG�WR�WKH�IXQFWLRQLQJ�RI�WKH�
IURQW�SDQHO�GLVSOD\���7KHUH�DUH�WZR�SDUDPHWHUV����DQ�LQWHQVLW\�VHWWLQJ�DQG�D�VFUHHQVDYHU�VHWWLQJ���7KH�
LQWHQVLW\�VHWWLQJ�DOORZV�\RX�WR�VHW�WKH�EULJKWQHVV�OHYHO�RI�WKH�9)'���'LVSOD\�LQWHQVLW\�UDQJHV�IURP�
����WR��������7KH�VFUHHQVDYHU�FDSDELOLW\�DOORZV�\RX�WR�LQFUHDVH�WKH�XVDEOH�OLIH�RI�WKH�GLVSOD\�EH\RQG�
WKH�UDWHG���������KRXUV���:KHQ�WKH�VFUHHQVDYHU�FDSDELOLW\�LV�HQDEOHG��WKH�LQWHQVLW\�ZLOO�EH�UHGXFHG�WR�
KDOI�RI�LWV�QRUPDO�RSHUDWLQJ�LQWHQVLW\�ZKHQ�WKH�XQLW�KDV�QRW�GHWHFWHG�D�NH\SUHVV�IRU�RQH�KRXU���3UHVV�
(',7�WR�PRGLI\�WKH�LQWHQVLW\�DQG�VFUHHQVDYHU�VHWWLQJV�

Firmware
7KH�)LUPZDUH�GLVSOD\�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�SURYLGHV�YHUVLRQ�LQIRUPDWLRQ�IRU�WKH�DS�
SOLFDWLRQ�VRIWZDUH�UXQQLQJ�RQ�WKH�*36�6XEV\VWHP�DQG�WKH�/LQX[�6XEV\VWHP��URRW�¿OH�V\VWHP�DQG�NHU�
QHO����7KH�VHULDO�QXPEHU�RI�WKH�6RQRPD�LV�VKRZQ�IRU�XQLWV�VKLSSHG�DIWHU�-XO\��������)RU�XQLWV�VKLSSHG�
SULRU�WR�WKDW��WKH�VHULDO�QXPEHU�PXVW�EH�REWDLQHG�IURP�D�ODEHO�RQ�WKH�UHDU�SDQHO���8VH�83�DQG�'2:1�
WR�WRJJOH�EHWZHHQ�WKH�LQIRUPDWLRQ�ZLQGRZV�
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7KH�$ERXW�GLVSOD\�LV�VHOHFWHG�IURP�WKH�0DLQ�0HQX�DQG�SURYLGHV�FRQWDFW�LQIRUPDWLRQ�IRU�(QG5XQ�
7HFKQRORJLHV���7KH�ZHEVLWH�DQG�WROO�IUHH�SKRQH�QXPEHU�DUH�OLVWHG�
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 Upgrade via the 
 Console Port

,Q�RUGHU�WR�XSJUDGH�YLD�WKH�FRQVROH�SRUW��QHWZRUN�RU�VHULDO��\RX�ZLOO�QHHG�WR�¿UVW�GRZQORDG�WKH�DSSUR�
SULDWH�¿UPZDUH�LPDJH�IURP�RXU�ZHEVLWH���7KH�6RQRPD�¿UPZDUH�FRQVLVWV�RI�VHYHUDO�GLIIHUHQW�ELQDU\
¿OHV��<RX�PD\�RQO\�QHHG�RQH�RU�WZR�RI�WKHP��7KH�UHYLVLRQ�KLVWRU\�RQ�RXU�ZHEVLWH�ZLOO�WHOO�\RX�ZKLFK
¿OHV�QHHG�WR�EH�XSJUDGHG���7KH�ZHEVLWH�OLQN�LV�

� HQGUXQWHFKQRORJLHV�FRP�VXSSRUW�VRIWZDUH�XSJUDGHV�VRQRPD�JSV

Performing the Linux RFS Upgrade

NOTE TO LINUX GEEKS

There are two FLASH disk partitions which hold the compressed Linux root file system images.  These 
partitions are raw FLASH blocks, have no file system and may not be mounted.  They are accessed through 
low-level device drivers.  To protect the factory root file system from accidental erasure or over-writing, the 
upgrade utilties you will be using will only access the upgrade root file system partiton.  When performing 
an upgrade, you will be erasing and then copying the new image to this device. 

)LUVW�\RX�QHHG�WR�GRZQORDG�WKH�/LQX[�5)6�¿UPZDUH�IURP�WKH�(QG5XQ�ZHEVLWH�WR�D�SODFH�RQ�\RXU�
QHWZRUN�ZKLFK�LV�DFFHVVLEOH�WR�WKH�6RQRPD���7KH�OLQN�WR�WKH�6RQRPD�XSJUDGH�SDJH�LV�VKRZQ�DERYH���

CAUTION

Some browsers will automatically unzip the file when downloading from the website.  Please make sure 
that the downloaded file size matches what the website says it should be.  Upgrading the partition with a 
too-large file size will cause problems.

Transfer File to Sonoma
<RX�PD\�WUDQVIHU�WKH�¿OH�WR�\RXU�6RQRPD�XVLQJ�HLWKHU�HVR�RU�UER���,I�\RX�DUH�XVLQJ�HVR��WUDQVIHU�WKH�
SUHYLRXVO\�GRZQORDGHG�¿OH�XVLQJ�binary�WUDQVIHU�PRGH�IURP�WKH�UHPRWH�KRVW�WR�WKLV�VSHFL¿F�¿OH�RQ�
\RXU�6RQRPD�  /tmp/rootfs.gz���7KH�URRW�¿OH�V\VWHP�LPDJH�ZLOO�EH�QDPHG�ZLWK�WKH�VRIWZDUH�SDUW�QXP�
EHU�DQG�YHUVLRQ�OLNH��6010-0065-000_3.00.gz���:KHQ�IROORZLQJ�WKH�LQVWUXFWLRQV�EHORZ��VXEVWLWXWH�WKH�
QDPH�RI�WKH�DFWXDO�URRW�¿OH�V\VWHP�LPDJH�WKDW�\RX�DUH�LQVWDOOLQJ�IRU�6010-0065-000_3.00.gz���,VVXH�
WKHVH�FRPPDQGV�IURP�WKH�FRQVROH�RI�\RXU�6RQRPD�

HVR�TGOQVGAJQUV   {perform ftp login on remote host}

DKP     {set transfer mode to binary}

IGV��������������A�����I\��VOR�TQQVHU�I\� {transfer the file}

SWKV               {close the ftp session after transfer }

/support/software-upgrades/sonoma-gps
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,I�\RX�DUH�XVLQJ�UER��\RX�PD\�RSHQ�D�FRPPDQG�ZLQGRZ�RQ�WKH�UHPRWH�FRPSXWHU�DQG�VHFXUHO\�
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Recovering from a Failed RFS Upgrade
7R�UHVWRUH�\RXU�6RQRPD�WR�D�ERRWDEOH�VWDWH�XVLQJ�WKH�IDFWRU\�URRW�¿OH�V\VWHP��\RX�PXVW�XVH�WKH�VHULDO�
,�2�SRUW�DQG�UHERRW�WKH�6RQRPD�E\�F\FOLQJ�WKH�SRZHU���5HIHU�WR�Chapter 2 – Basic Installation, Con-
nect the Serial I/O Port and Test the Serial I/O Port�IRU�VHWXS�GHWDLOV���:KHQ�\RX�KDYH�FRQQHFWHG�
\RXU�WHUPLQDO�WR�WKH�VHULDO�,�2�SRUW��DSSO\�SRZHU�WR�WKH�6RQRPD�

3D\�FORVH�DWWHQWLRQ�WR�WKH�WHUPLQDO�ZLQGRZ�ZKLOH�WKH�XQLW�LV�UHERRWLQJ���$IWHU�WKH�/LQX[�ERRWORDGHU�
GLVSOD\V�WKH�PHVVDJH

&GHCWNV�MGTPGN��(#%614;
6Q�QXGTTKFG�CPF�DQQV�VJG�72)4#&'�XGTUKQP�QH�VJG�MGTPGN��
V[RG�72)4#&'�YKVJKP���UGEQPFU
�����
$QQVKPI�YKVJ�(#%614;�-GTPGN

&GHCWNV�4QQV�(KNG�5[UVGO��72)4#&'
6Q�QXGTTKFG�CPF�DQQV�VJG�(#%614;�XGTUKQP�QH�VJG�4QQV�(KNG�5[UVGO��
V[RG�(#%614;�YKVJKP���UGEQPFU

\RX�PXVW�EHJLQ�W\SLQJ�³IDFWRU\´�ZLWKLQ�¿YH�VHFRQGV�WR�OHW�WKH�ERRWORDGHU�NQRZ�WKDW�\RX�DUH�JRLQJ�WR�
RYHUULGH�WKH�GHIDXOW�URRW�¿OH�V\VWHP���$IWHU�\RX�KLW��HQWHU! WKH�ERRWORDGHU�ZLOO�ERRW�WKH�IDFWRU\�URRW�
¿OH�V\VWHP���:DWFK�WKH�UHVW�RI�WKH�ERRW�SURFHVV�WR�PDNH�VXUH�WKDW�\RX�KDYH�VXFFHVVIXOO\�UHFRYHUHG���,I�
WKH�V\VWHP�ERRWV�QRUPDOO\��WKHQ�\RX�VKRXOG�UHVROYH�WKH�SUREOHPV�ZLWK�WKH�SUHYLRXV�URRW�¿OH�V\VWHP�
XSJUDGH�DQG�UH�SHUIRUP�LW�

Performing the Linux Kernel Upgrade
)LUVW�\RX�QHHG�WR�GRZQORDG�WKH�/LQX[�NHUQHO�¿UPZDUH�IURP�WKH�(QG5XQ�ZHEVLWH�WR�D�SODFH�RQ�\RXU�
QHWZRUN�ZKLFK�LV�DFFHVVLEOH�WR�WKH�6RQRPD���7KH�OLQN�WR�WKH�6RQRPD�XSJUDGH�SDJH�LV�VKRZQ�DERYH����

Transfer File to Sonoma
<RX�PD\�WUDQVIHU�WKH�¿OH�WR�\RXU�6RQRPD�XVLQJ�HLWKHU�HVR�RU�UER���,I�\RX�DUH�XVLQJ�HVR��WUDQVIHU�WKH�
SUHYLRXVO\�GRZQORDGHG�¿OH�XVLQJ�binary�WUDQVIHU�PRGH�IURP�WKH�UHPRWH�KRVW�WR�WKLV�VSHFL¿F�¿OH�RQ�
\RXU�6RQRPD���/tmp/kernel.gz
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\RX�PXVW�EHJLQ�W\SLQJ�³IDFWRU\´�ZLWKLQ�¿YH�VHFRQGV�WR�OHW�WKH�ERRWORDGHU�NQRZ�WKDW�\RX�DUH�JRLQJ�WR�
RYHUULGH�WKH�GHIDXOW�NHUQHO���$IWHU�\RX�KLW��HQWHU! WKH�ERRWORDGHU�ZLOO�ERRW�WKH�IDFWRU\�NHUQHO���:DWFK�
WKH�UHVW�RI�WKH�ERRW�SURFHVV�WR�PDNH�VXUH�WKDW�\RX�KDYH�VXFFHVVIXOO\�UHFRYHUHG���,I�WKH�V\VWHP�ERRWV�
QRUPDOO\��WKHQ�\RX�VKRXOG�UHVROYH�WKH�SUREOHPV�ZLWK�WKH�SUHYLRXV�NHUQHO�XSJUDGH�DQG�UH�SHUIRUP�LW�

Performing the GPS Subsystem Upgrade
)LUVW�\RX�QHHG�WR�GRZQORDG�WKH�*36�6XEV\VWHP�¿UPZDUH�IURP�WKH�(QG5XQ�ZHEVLWH�WR�D�SODFH�RQ�
\RXU�QHWZRUN�ZKLFK�LV�DFFHVVLEOH�WR�WKH�6RQRPD���7KHUH�DUH�WZR�GLIIHUHQW�YHUVLRQV�RI�WKH�*36�6XE�
V\VWHP�¿UPZDUH���0DNH�VXUH�\RX�GRZQORDG�WKH�DSSURSUD者時X�¿UPZDUH�¿OH��VHH�QRWH�EHORZ����7KH�OLQN�
WR�WKH�6RQRPD�XSJUDGH�SDJH�LV�VKRZQ�DERYH���

NOTE

Before proceeding, use the IRUXGTUKQP command to check the firmware number of your GPS Subsys-
tem.  You will see a response similar to this:

(�9���������������8GT��������(2)#���������������8GT������,#0�����������������

or
(�9���������������8GT��������(2)#���������������8GT������#24�����������������
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<RX�PD\�WUDQVIHU�WKH�¿OH�WR�\RXU�6RQRPD�XVLQJ�HLWKHU�HVR�RU�UER���,I�\RX�DUH�XVLQJ�HVR�WR�SHUIRUP�
WKH�XSJUDGH��WUDQVIHU�WKH�SUHYLRXVO\�GRZQORDGHG�¿OH�XVLQJ�binary

Ỳ BH
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� CRTQRQU�PVR

7KH�UHOHYDQW�DYDLODEOH�PDQ�SDJHV�DUH�VKRZQ�

� PVR�=?���������������
������MG[IGP���%TGCVG�C�062�JQUV�MG[
� PVRF�=?��������������
������062�FCGOQP�RTQITCO
� PVRFE�=?�������������
������XGPFQT�URGEKHKE�062�SWGT[�RTQITCO
� PVRS�=?��������������
������UVCPFCTF�062�SWGT[�RTQITCO
� PVRUPORF�=?����������
������062�50/2�/+$�CIGPV
� UPVR�=?��������������
������UVCPFCTF�5062�RTQITCO

1RZ�\RX�FDQ�LVVXH�LVVXH�OCP�FRPPDQGV�RQ�HDFK�RI�WKHVH�PDQ�SDJHV�WR�¿QG�ZKDW�\RX�DUH�ORRNLQJ�IRU�

Change Password
7KLV�FRPPDQG�LV�XVHG�WR�FKDQJH�WKH�SDVVZRUG�IRU�WKH�XVHU�WKDW�\RX�DUH�ORJJHG�LQ�DV���,W�DIIHFWV�WKH�
VHULDO�SRUW��66+��7HOQHW�DQG�+7736���

� RCUUYF

�

List Active Processes
7KLV�FRPPDQG�GLVSOD\V�DOO�DFWLYH�SURFHVVHV�UXQQLQJ�LQ�WKH�V\VWHP�

� RU��G

NTP Monitoring and Troubleshooting
7KH�IROORZLQJ�FRPPDQG�GLVSOD\V�ZKLFK�173�FOLHQWV�DUH�UHDFKLQJ�WKH�173�GDHPRQ�UXQQLQJ�RQ�WKH�
6RQRPD���,W�ZLOO�QRW�WU\�WR�ORRN�XS�KRVW�QDPHV�

� PVRS��P��E�OTWNKUV

$�XVHIXO�FRPPDQG�IRU�TXHU\LQJ�173�VWDWXV�LV�WKH�IROORZLQJ�

� PVRS��RGGTU

7R�TXHU\�D�UHPRWH�WLPH�VHUYHU��LI�WKH�UHPRWH�WLPHVHUYHU�ZLOO�DFFHSW�WKH�TXHU\��W\SH�

� PVRS��RGGTU��JQUVPCOG!

$�WDEOH�RI�LQIRUPDWLRQ�ZLOO�EH�GLVSOD\HG���)RU�GHWDLOV�RQ�ZKDW�HDFK�RI�WKH�WDEOH�FROXPQV�PHDQV�W\SH�

� OCP�PVRS

7R�VHH�ZKDW�YHUVLRQ�RI�WKH�173�GDHPRQ��QWSG��LV�RSHUDWLQJ�W\SH�

� PVRF���XGTUKQP



S o n o m a  U s e r  M a n u a l128

A P P E N D I X  C

129 S o n o m a  U s e r  M a n u a l

H E L P F U L  L I N U X  I N F O R M A T I O N

 Text Editors
7KHUH�DUH�WKUHH�WH[W�HGLWRUV�UHVLGHQW�RQ�WKH�6RQRPD�¿OH�V\VWHP���GFKV��LQG�DQG�GNXKU���$OO�RI�WKHVH�
PD\�EH�XVHIXO�ZKHQ�QHHGLQJ�WR�HGLW�V\VWHP�FRQ¿JXUDWLRQ�¿OHV�RU�WR�YLHZ�DQG�VHDUFK�ZLWKLQ�V\VWHP�
ORJ�¿OHV���

GFKV�� LV�D�YHU\�VLPSOH�HGLWRU�ZLWK�:RUGVWDU�NH\�FRPPDQGV�WKDW�ZDV�RULJLQDOO\�GHYHORSHG�IRU�
H[WUHPHO\�PHPRU\�OLPLWHG�HQYLURQPHQWV��VXFK�DV�ÀRSS\�ERRW�GLVNV�DQG�HPEHGGHG�/LQX[�DSSOLDQFHV���
:KHQ�(QG5XQ�7HFKQRORJLHV¶�¿UVW�JHQHUDWLRQ�/LQX[�EDVHG�HPEHGGHG�QHWZRUN�WLPH�VHUYHUV�ZHUH�LQ�
WURGXFHG��WKH\�IHOO�LQWR�WKLV�FDWHJRU\�DQG�WKH�GFKV�WH[W�HGLWRU�ZDV�DSSURSULDWH���1RZ�LW�LV�LQFOXGHG�RQ�
WKH�6RQRPD�¿OH�V\VWHP�IRU�OHJDF\�UHDVRQV��VLQFH�LW�KDV�EHHQ�WKH�GHIDXOW�HGLWRU�IRU�DOO�¿UVW�DQG�VHFRQG�
JHQHUDWLRQ�(QG5XQ�7HFKQRORJLHV�SURGXFWV���$�PDQ�SDJH�IRU�GFKV�LV�UHVLGHQW�RQ�WKH�V\VWHP���:KHQ�
LW�LV�¿UVW�VWDUWHG��DQG�\RX�GLG�QRW�JLYH�LW�D�¿OH�QDPH�WR�HGLW�RQ�WKH�FRPPDQG�OLQH��LW�VKRZV�D�VWDUW�XS�
VFUHHQ�ZLWK�LWV�FRPPDQG�V\QWD[���%XW�RQFH�\RX�KDYH�RSHQHG�D�¿OH�WR�HGLW��RQOLQH�KHOS�LV�QRW�DYDLODEOH���
,W�LV�VWDUWHG�E\�LVVXLQJ�WKH�FRPPDQG�GFKV�=HKNG�VQ�GFKV?��RSWLRQDOO\�ZLWK�D�¿OH�QDPH�WR�HGLW���

LQG�� LV�WKH�PRGHUQ�UHSODFHPHQW�IRU�GFKV�RQ�WKH�6RQRPD���,W�LV�D�IXOO�IHDWXUHG�HGLWRU�ZLWK�
V\QWD[�KLJKOLJKWLQJ�DQG�LV�DOVR�EDVHG�RQ�WKH�:RUGVWDU�FRPPDQGV���,W�LV�XVHU�IULHQGO\�ZLWK�HDV\�WR�¿QG�
KHOS�IRU�LWV�NH\�FRPPDQGV��DQG�FRPSOHWH�PDQ�SDJH�GRFXPHQWDWLRQ���,W�LV�WKH�UHFRPPHQGHG�HGLWRU�IRU�
DOO�SXUSRVH�XVH�LQ�FRQ¿JXULQJ�DQG�PRQLWRULQJ�WKH�6RQRPD�WLPH�VHUYHU���,W�LV�VWDUWHG�E\�VLPSO\�LVVXLQJ�
WKH�FRPPDQG�LQG�=HKNG�VQ�GFKV?���RSWLRQDOO\�ZLWK�D�¿OH�QDPH�WR�HGLW�

GNXKU�� LV�D�IXOO�IHDWXUHG�XK�FORQH�ZKLFK�LV�SURYLGHG�LQ�WKH�6RQRPD�¿OH�V\VWHP�IRU�PDVRFKLVWLF��
8QL[�GLHKDUGV���,W�LV�QRW�WKH�OHDVW�ELW�XVHU�IULHQGO\�WR�DQ\RQH�ODFNLQJ�H[SHULHQFH�ZLWK�WH[W�PRGH�DS�
SOLFDWLRQV���,I�\RX�GRQ¶W�NQRZ�ZKDW�XK�LV��DYRLG�XVLQJ�WKLV�HGLWRU���,W�LV�VWDUWHG�E\�VLPSO\�LVVXLQJ�WKH�
FRPPDQG�XK�=HKNG�VQ�GFKV?��RSWLRQDOO\�ZLWK�D�¿OH�QDPH�WR�HGLW�

 Change Log-In
 Banners

7KHUH�DUH�WKUHH�GLIIHUHQW�ORJ�LQ�EDQQHUV�LQ�WKH�6RQRPD���WKH�VHULDO�SRUW�EDQQHU��WKH�7HOQHW�EDQQHU��DQG�
WKH�66+�EDQQHU���<RX�PXVW�EH�ORJJHG�LQ�DV�WKH�³URRW´�XVHU�LQ�RUGHU�WR�HGLW�WKH�rc.local�¿OH�DQG�FKDQJH�
WKH�ORJ�LQ�EDQQHUV���3HUIRUP�WKH�IROORZLQJ�

� GFKV��GVE�TE�F�TE�NQECN

&KDQJH�WKH�EDQQHUV�DV�DSSURSULDWH���$IWHU�VDYLQJ�WKH�¿OH��FRS\�LW�WR�/boot/etc�OLNH�WKLV�

� ER��R��GVE�TE�F�TE�NQECN��DQQV�GVE�TE�F

7KHQ�UHERRW�IRU�\RXU�FKDQJHV�WR�WDNH�HIIHFW�

��





https://fsf.org/
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)RU�H[DPSOH��LI�\RX�GLVWULEXWH�FRSLHV�RI�VXFK�D�SURJUDP��ZKHWKHU�JUDWLV�RU�IRU�D�IHH��\RX�PXVW�SDVV�RQ�
WR�WKH�UHFLSLHQWV�WKH�VDPH�IUHHGRPV�WKDW�\RX�UHFHLYHG��<RX�PXVW�PDNH�VXUH�WKDW�WKH\��WRR��UHFHLYH�RU�
FDQ�JHW�WKH�VRXUFH�FRGH��$QG�\RX�PXVW�VKRZ�WKHP�WKHVH�WHUPV�VR�WKH\�NQRZ�WKHLU�ULJKWV�

'HYHORSHUV�WKDW�XVH�WKH�*18�*3/�SURWHFW�\RXU�ULJKWV�ZLWK�WZR�VWHSV������DVVHUW�FRS\ULJKW�RQ�WKH�VRIW�
ZDUH��DQG�����RIIHU�\RX�WKLV�/LFHQVH�JLYLQJ�\RX�OHJDO�SHUPLVVLRQ�WR�FRS\��GLVWULEXWH�DQG�RU�PRGLI\�LW�

)RU�WKH�GHYHORSHUV¶�DQG�DXWKRUV¶�SURWHFWLRQ��WKH�*3/�FOHDUO\�H[SODLQV�WKDW�WKHUH�LV�QR�ZDUUDQW\�IRU�WKLV�
IUHH�VRIWZDUH��)RU�ERWK�XVHUV¶�DQG�DXWKRUV¶�VDNH��WKH�*3/�UHTXLUHV�WKDW�PRGL¿HG�YHUVLRQV�EH�PDUNHG�
DV�FKDQJHG��VR�WKDW�WKHLU�SUREOHPV�ZLOO�QRW�EH�DWWULEXWHG�HUURQHRXVO\�WR�DXWKRUV�RI�SUHYLRXV�YHUVLRQV�

6RPH�GHYLFHV�DUH�GHVLJQHG�WR�GHQ\�XVHUV�DFFHVV�WR�LQVWDOO�RU�UXQ�PRGL¿HG�YHUVLRQV�RI�WKH�VRIWZDUH�
LQVLGH�WKHP��DOWKRXJK�WKH�PDQXIDFWXUHU�FDQ�GR�VR��7KLV�LV�IXQGDPHQWDOO\�LQFRPSDWLEOH�ZLWK�WKH�DLP�RI�
SURWHFWLQJ�XVHUV¶�IUHHGRP�WR�FKDQJH�WKH�VRIWZDUH��7KH�V\VWHPDWLF�SDWWHUQ�RI�VXFK�DEXVH�RFFXUV�LQ�WKH�
DUHD�RI�SURGXFWV�IRU�LQGLYLGXDOV�WR�XVH��ZKLFK�LV�SUHFLVHO\�ZKHUH�LW�LV�PRVW�XQDFFHSWDEOH��7KHUHIRUH��
ZH�KDYH�GHVLJQHG�WKLV�YHUVLRQ�RI�WKH�*3/�WR�SURKLELW�WKH�SUDFWLFH�IRU�WKRVH�SURGXFWV��,I�VXFK�SURE�
OHPV�DULVH�VXEVWDQWLDOO\�LQ�RWKHU�GRPDLQV��ZH�VWDQG�UHDG\�WR�H[WHQG�WKLV�SURYLVLRQ�WR�WKRVH�GRPDLQV�LQ�
IXWXUH�YHUVLRQV�RI�WKH�*3/��DV�QHHGHG�WR�SURWHFW�WKH�IUHHGRP�RI�XVHUV�

)LQDOO\��HYHU\�SURJUDP�LV�WKUHDWHQHG�FRQVWDQWO\�E\�VRIWZDUH�SDWHQWV��6WDWHV�VKRXOG�QRW�DOORZ�SDWHQWV�WR�
UHVWULFW�GHYHORSPHQW�DQG�XVH�RI�VRIWZDUH�RQ�JHQHUDO�SXUSRVH�FRPSXWHUV��EXW�LQ�WKRVH�WKDW�GR��ZH�ZLVK�
WR�DYRLG�WKH�VSHFLDO�GDQJHU�WKDW�SDWHQWV�DSSOLHG�WR�D�IUHH�SURJUDP�FRXOG�PDNH�LW�HIIHFWLYHO\�SURSUL�
HWDU\��7R�SUHYHQW�WKLV��WKH�*3/�DVVXUHV�WKDW�SDWHQWV�FDQQRW�EH�XVHG�WR�UHQGHU�WKH�SURJUDP�QRQ�IUHH�

�
 NTP 
 Software License

,QIRUPDWLRQ�DERXW�WKH�173�3URMHFW�FDQ�EH�IRXQG�DW�ZZZ�QWS�RUJ���7KH�GLVWULEXWLRQ�DQG�XVDJH�RI�WKH�
173�VRIWZDUH�LV�DOORZHG��DV�ORQJ�DV�WKH�IROORZLQJ�FRS\ULJKW�QRWLFH�LV�LQFOXGHG�LQ�RXU�GRFXPHQWDWLRQ���
)RU�PRUH�LQIRUPDWLRQ�VHH��KWWSV���RSHQVRXUFH�RUJ�OLFHQVHV�QWS�OLFHQVH�SKS
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�&RS\ULJKW��F��8QLYHUVLW\�RI�'HODZDUH�������������������������������������������������������������������� 


������������������������������������������������������������������������������������������������������������������������������������������ 


�3HUPLVVLRQ�WR�XVH��FRS\��PRGLI\��DQG�GLVWULEXWH�WKLV�VRIWZDUH�DQG���������������������������������� 


�LWV�GRFXPHQWDWLRQ�IRU�DQ\�SXUSRVH�ZLWK�RU�ZLWKRXW�IHH�LV�KHUHE\������ � � 


�JUDQWHG��SURYLGHG�WKDW�WKH�DERYH�FRS\ULJKW�QRWLFH�DSSHDUV�LQ�DOO����� � � 


�FRSLHV�DQG�WKDW�ERWK�WKH�FRS\ULJKW�QRWLFH�DQG�WKLV�SHUPLVVLRQ�������


�&RS\Uf䄀

�ਰհԠԀ܅စ瀀

www.ntp.org
https://opensource.org/licenses/ntp-license.php
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 PTP Software License
7KH�373�,(((������RSWLRQ�DV�LPSOHPHQWHG�LQ�WKH�6RQRPD�LV�FRYHUHG�E\�SDWHQWV�DQG�FRS\ULJKWV�
)RU�SDWHQWV�WKDW�SHUWDLQ�WR�WKH�6WG�1R�������VHH�WKH�,(((�6WDQGDUGV�$VVRFLDWLRQ�

,QIRUPDWLRQ�DERXW�WKH�373�3URMHFW��OHG�E\�.HQGDOO�&RUUHOO��FDQ�EH�IRXQG�DW����
SWSG�VRXUFHIRUJH�QHW

7KH�GLVWULEXWLRQ�DQG�XVDJH�RI�WKH�373�VRIWZDUH�LV�DOORZHG��DV�ORQJ�DV�WKH�IROORZLQJ�FRS\ULJKW�QRWLFH�
LV�LQFOXGHG�LQ�RXU�GRFXPHQWDWLRQ���7KH�FRS\ULJKW�QRWLFH�DSSOLHV�WR�DOO�¿OHV�ZKLFK�FRPSRVH�WKH�373G��
7KLV�QRWLFH�DSSOLHV�DV�LI�WKH�WH[W�ZDV�H[SOLFLWO\�LQFOXGHG�LQ�HDFK�¿OH�

&RS\ULJKW��F������������.HQGDOO�&RUUHOO��$LGDQ�:LOOLDPV

3HUPLVVLRQ�WR�XVH��FRS\��PRGLI\��DQG�RU�GLVWULEXWH�WKLV�VRIWZDUH�IRU�DQ\�SXUSRVH�ZLWK�RU�ZLWKRXW�IHH�
LV�KHUHE\�JUDQWHG��SURYLGHG�WKDW�WKH�DERYH�FRS\ULJKW�QRWLFH�DQG�WKLV�SHUPLVVLRQ�QRWLFH�DSSHDU�LQ�DOO�
FRSLHV�

7+(�62)7:$5(�,6�3529,'('�³ʐͳ

ptpd.sourceforge.net
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 GPS Antenna Kit
7KH�WLPH�VHUYHU�W\SLFDOO\�VKLSV�ZLWK�DQ�RSWLRQDO�*36�$QWHQQD�.LW�ZKLFK�LQFOXGHV����IHHW�����PHWHUV��
RI�DQWHQQD�FDEOH���7KLV�DPRXQW�RI�FDEOH�LV�VXI¿FLHQW�IRU�WKH�PDMRULW\�RI�*36�DQWHQQD�LQVWDOODWLRQV���
/RQJHU�FDEOH�UXQV�FDQ�DOVR�EH�DFFRPPRGDWHG���%HORZ�LV�D�OLVW�RI�WKH�LWHPV�LQ�D�W\SLFDO�*36�$QWHQQD�
.LW�

�� *36�$QWHQQD

�� 0RXQWLQJ�3LSH

�� +RVH�&ODPSV

�� ���IHHW�RI�5*���8��%HOGHQ�������&DEOH�71&�0DOH

,Q�-XQH��������(QG5XQ�FKDQJHG�WKH�*36�DQWHQQD�PRGHO�WKDW�VKLSSHG�ZLWK�WKH�WLPH�VHUYHU���$�GUDZLQJ�
RI�WKH�*36�URRI�WRS�LQVWDOODWLRQ�IRU�WKH�WZR�GLIIHUHQW�DQWHQQDV�LV�VKRZQ�DW�WKH�HQG�RI�WKLV�DSSHQGL[�LQ�
)LJXUHV��$�DQG��%���&RPSOHWH�*36�5RRI�7RS�,QVWDOODWLRQ�*XLGHV�DUH�KHUH���

)RU�DQWHQQDV�VKLSSHG�DIWHU�0D\������
� HQGUXQWHFKQRORJLHV�FRP�SGI���������������SGI

)RU�DQWHQQDV�VKLSSHG�EHIRUH�-XQH������
� HQGUXQWHFKQRORJLHV�FRP�SGI���������������SGI

 About Coax Cable 
7KH�*36�VLJQDO�IUHTXHQF\�LV�FRQVLGHUHG�WR�EH�LQ�WKH�PLFURZDYH�UDQJH�DQG�LV�KLJKO\�DIIHFWHG�E\�
LPSHGDQFH�PLVPDWFKHV�DQG�GLVFRQWLQXLWLHV�LQ�WKH�WUDQVPLVVLRQ�FDEOHV���$OO�5)�FRD[�FDEOHV�KDYH�D�
PLQLPXP�EHQG�UDGLXV���,Q�RUGHU�WR�SUHYHQW�GDPDJH��FDEOH�VKRXOG�QRW�EH�EHQW�LQWR�WLJKW�FXUYHV���,W�LV�
FULWLFDOO\�LPSRUWDQW�GXULQJ�LQVWDOODWLRQ�WKDW�NLQNV�DUH�QRW�DOORZHG�WR�IRUP�LQ�WKH�FDEOH���,I�5)�FRD[�
FDEOH�LV�EHQW�EH\RQG�LWV�PLQLPXP�EHQG�UDGLXV��WKHQ�GDPDJH�WR�WKH�LQQHU�FRQVWUXFWLRQ�RI�WKH�FDEOH�
PD\�UHVXOW���7KLV�FDQ�OHDG�WR�PXFK�KLJKHU�OHYHOV�RI�ORVV�DQG�D�QRQ�IXQFWLRQLQJ�*36�UHFHLYHU���

6LPLODUO\��FDUH�VKRXOG�EH�WDNHQ�WR�HQVXUH�WKDW�WKH�FDEOH�LV�QRW�FUXVKHG��RU�OLNHO\�WR�EH�FUXVKHG�ODWHU���,I�
WKH�5)�FRD[�FDEOH�GRHV�VXIIHU�WKLV�NLQG�RI�GDPDJH��WKHQ�WKH�GLPHQVLRQV�RI�WKH�FDEOH�ZLOO�EH�FKDQJHG�
DQG�LW�ZLOO�QRW�PDLQWDLQ�LWV�FKDUDFWHULVWLF�LPSHGDQFH���$JDLQ��WKLV�FDQ�UHVXOW�LQ�D�QRQ�IXQFWLRQLQJ�*36�
UHFHLYHU�

3OHDVH�NHHS�WKH�DERYH�SUHFDXWLRQV�LQ�PLQG�ZKHQ�\RX�LQVWDOO�WKH�*36�FDEOH���,W�VKRXOG�QRW�EH�WUHDWHG�
OLNH�D�JDUGHQ�KRVH�RU�D�SRZHU�H[WHQVLRQ�FRUG�

 Long Cable Runs
0RVW�*36�7LPH�6HUYHUV�DUH�LQVWDOOHG�ZLWK�RQO\����IHHW�����PHWHUV��RI�DQWHQQD�FDEOH���+RZHYHU��WKHUH�
DUH�PDQ\�FLUFXPVWDQFHV�ZKHUH����IHHW�LV�LQDGHTXDWH���(QG5XQ�FDQ�DFFRPPRGDWH�D�FDEOH�OHQJWK�RI�XS�
WR������IHHW�XVLQJ�D�FRPELQDWLRQ�RI�ORZ�ORVV�FDEOH�DQG�SUHDPSOL¿HUV�

http://www.endruntechnologies.com/pdf/5050-0017-000.pdf
http://www.endruntechnologies.com/pdf/5050-0015-000.pdf


http://www.endruntechnologies.com/pdf/5050-0004-000.pdf
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Using Three Preamplifiers
,QVWDOODWLRQ�IRU�RQH�RU�WZR�SUHDPSOL¿HUV�LV�VLPSOH���%XW�WKH�SK\VLFDO�OD\RXW�RI�WKUHH�SUHDPSOL¿HUV�LV�
FULWLFDO���3UHDPSOL¿HUV�VKRXOG�EH�LQ�D�VWUDLJKW�OLQH�GHSDUWLQJ�IURP�WKH�ERWWRP�RI�WKH�DQWHQQD�VR�WKDW�
DQ\�OHDNDJH�IURP�WKH�GRZQOHDG�FDEOH�LV�DV�IDU�IURP�WKH�DQWHQQD�DV�SRVVLEOH���$�SRVLWLYH�IHHGEDFN�SDWK�
FDQ�RFFXU�IURP�WKH�RXWSXW�RI�WKH�ODVW�SUH�DPS��WKURXJK�WKH�FDEOH�VKLHOG�DQG�EDFN�XS�WR�WKH�DQWHQQD���
7KLV�KLJKOLJKWV�WKH�LPSRUWDQFH�RI�SURSHUO\�FRQVWUXFWHG�FDEOH�WHUPLQDWLRQV�DQG�GRXEOH�VKLHOGHG�FDEOH���

)RU�LQVWDOODWLRQV�XVLQJ�WKUHH�SUHDPSV��ZH�UHFRPPHQG�WKDW�WKH�ODVW�SUH�DPS�EH�ORFDWHG�DV�IDU�DV�LV�
SUDFWLFDO�IURP�WKH�DQWHQQD���7KLV�LV�EHFDXVH�WKH�DQWHQQD�DQG�WKUHH�SUHDPSOLIHUV�ZLOO�KDYH�PRUH�WKDQ�
����G%�RI�JDLQ��LQFUHDVLQJ�WKH�OLNHOLKRRG�WKDW�HQRXJK�OHDNDJH�IURP�WKH�FDEOH�FDQ�FDXVH�³URXQG�WKH�
ZRUOG´�IHHGEDFN�WR�WKH�DQWHQQD�DQG�VHW�XS�RVFLOODWLRQ���+HUH�LV�WKH�VXJJHVWHG�FRQ¿JXUDWLRQ�IRU�DQ�
DQWHQQD�LQVWDOODWLRQ�ZLWK�WKUHH�SUHDPSOL¿HUV�

� *36�DQWHQQD
� 2QH�IRRW�FDEOH
� 3UHDPSOL¿HU
� 2QH�IRRW�FDEOH
� 3UHDPSOL¿HU
� 8S�WR�������IHHW������PHWHUV��FDEOH
� 3UHDPSOL¿HU
� 2QH�IRRW�FDEOH
� 6RQRPD�*36�7LPH�6HUYHU

 

 Other Accessories
Lightning Arrestor
$�OLJKWQLQJ�DUUHVWRU�KHOSV�SURWHFW�\RXU�*36�LQVWDOODWLRQ�IURP�GDPDJH�GXH�WR�OLJKWQLQJ�VWULNHV���,W�LV�
GHVLJQHG�WR�SDVV�WKH�'&�YROWDJH�WKDW�LV�QHHGHG�WR�SRZHU�WKH�DQWHQQD�DQG�RU�SUHDPSV�ZLWKRXW�GHJUDG�
LQJ�WKH�*36�VLJQDO���,W�LV�LQVWDOOHG�EHWZHHQ�WKH�DQWHQQD�DQG�WKH�UHFHLYHU�ZKHUH�WKH�FDEOH�HQWHUV�WKH�
EXLOGLQJ��QHDU�DQ�HDUWK�JURXQG���<RX�PXVW�ERQG�WKH�OLJKWQLQJ�DUUHVWRU�WR�WKH�HDUWK�JURXQG���

Signal Splitters
6LJQDO�VSOLWWHUV�DUH�XVHG�ZKHQ�WZR�WLPH�VHUYHUV�DUH�VKDULQJ�RQH�DQWHQQD�LQVWDOODWLRQ���7KH�VPDUW�*36�
6SOLWWHU�VXSSOLHG�E\�(QG5XQ�LV�D�RQH�LQSXW��WZR�RXWSXW�GHYLFH���,Q�WKH�QRUPDO�FRQ¿JXUDWLRQ��RQH�RI�
WKH�VSOLWWHU�5)�RXWSXWV��-���SDVVHV�'&�IURP�WKH�FRQQHFWHG�*36�5HFHLYHU�WKURXJK�WKH�VSOLWWHU�WR�WKH�
DQWHQQD��DOORZLQJ�WKH�*36�5HFHLYHU�WR�SRZHU�ERWK�WKH�DQWHQQD�DQG�WKH�VSOLWWHU�DPSOL¿HU���7KH�RWKHU�
5)�RXWSXW��-���LV�'&�ORDGHG�ZLWK�D�����RKP�UHVLVWRU�WR�VLPXODWH�WKH�DQWHQQD�FXUUHQW�GUDZ��

:KHQ�VHOHFWLQJ�DQG�LQVWDOOLQJ�D�VLJQDO�VSOLWWHU�NHHS�WKHVH�SRLQWV�LQ�PLQG�

����7KH�VSOLWWHU�PXVW�EH�'&�EORFNHG�RQ�RQH�OHJ���7KH�*36�5HFHLYHUV�LQ�ERWK�WLPH�VHUYHUV�RXWSXW�
��9'&�XS�WKH�FRD[�WR�SRZHU�WKH�*36�DQWHQQD¶V�EXLOW�LQ�SUHDPS���<RX�PXVW�QRW�FRQQHFW�WKHVH�WZR�
SRZHU�VRXUFHV�WRJHWKHU�

����,W�LV�GHVLUDEOH�WKDW�WKH�'&�EORFNHG�OHJ�KDV�D�'&�ORDG�UHVLVWRU�WR�VLPXODWH�D�*36�DQWHQQD�ORDG���
7KLV�ZD\�\RX�ZLOO�QRW�JHW�D�IDOVH�DODUP�IURP�WKH�*36�5HFHLYHU¶V�DQWHQQD�ORDG�VHQVRU���+RZHYHU��WKH�
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EndRun Part # Description Nominal Delay Notes
Antenna Cable

������������� .LW�ZLWK���¶����P��FDEOH ���QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ��¶����P��FDEOH ���QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ���¶����P��FDEOH ����QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ���¶����P��FDEOH ����QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ���¶����P��FDEOH ����QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ���¶����P��FDEOH ����QDQRVHFRQGV %HOGHQ������������QV�IRRW
������������� ���¶�����P��FDEOH ����QDQRVHFRQGV %HOGHQ�����$�������QV�IRRW
����������$�� ����¶�����P��FDEOH �����QDQRVHFRQGV %HOGHQ�����$�������QV�IRRW

GPS Low-Noise Amplifier
������������� *�/1$� ���QDQRVHFRQGV 6HH�GHYLFH�ODEHO�IRU�H[DFW�GHOD\�
������������� *�/1$��.LW�
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5HFRUG�WKH�SRVLWLRQ�DQG�WKHQ�PDNH�DQ\�DGMXVWPHQWV�WR�WKH�KHLJKW�WKDW�PLJKW�EH�QHFHVVDU\�LI�WKH�
DQWHQQD�LV�LQVWDOOHG�LQ�D�KLJK�ULVH�EXLOGLQJ���,QSXW�LW�WR�WKH�6RQRPD�YLD�WKH�UGVIRUTGHRQU

http://unavco.org/software/geodetic-utilities/geoid-height-calculator/geoid-height-calculator.html
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FIGURE 1B -  GPS ANTENNA ROOFTOP MOUNTING GUIDEL INES 
(SHIPPED BEFORE JUNE 2017)

*&+"-'""
-"##$""'#-$)

 $/"-."*%&-$)
 $/"-."*&.&'

)$$(0'"-&.&'
"-'""#!'

,$+'# &

,$+'# &



S o n o m a  U s e r  M a n u a l



S o n o m a  U s e r  M a n u a l146

A P P E N D I X  E

7KLV�SDJH�LQWHQWLRQDOO\�OHIW�EODQN�



http://www.iers.org/IERS/EN/Publications/Bulletins/bulletins.html
http://www.iers.org
/support/leap-seconds
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GPS Subsystem FPGA Configuration (FPGA)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�6XEV\VWHP�LV�XQDEOH�WR�FRQ¿JXUH�WKH�)3*$���7KLV�LV�D�IDWDO�IDXOW���
3OHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�

GPS Subsystem FLASH Writes (FLSH)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�6XEV\VWHP�LV�XQDEOH�WR�YHULI\�D�ZULWH�WR�WKH�)/$6+�QRQ�YRODWLOH�
SDUDPHWHU�VWRUDJH�DUHD���7KLV�VKRXOR
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Receiver Fault Definitions
7KH�IROORZLQJ�IDXOWV�SHUWDLQ�WR�WKH�(QG5XQ�*36�5HFHLYHU��VHH�Chapter 1 - Introduction, GPS Re-
ceivers����6RQRPD�EHJDQ�VKLSSLQJ�ZLWK�WKHVH�UHFHLYHUV�LQ�-XQH������

:KHQ�D�IDXOW�RQ�WKH�(QG5XQ�*36�5HFHLYHU�RFFXUV��WKH�V\VWHP�IDXOW�LQGLFDWRU�5&9)�ZLOO�VKRZ�IDXOW�
DQG�WKH�$ODUP�/('�ZLOO�OLJKW���<RX�FDQ�VHH�ZKLFK�IDXOW�LV�WKH�SUREOHP�E\�XVLQJ�WKH�HCWNVUVCV�FRP�
PDQG���%HORZ�DUH�GHWDLOV�DERXW�HDFK�IDXOW�LQGLFDWRU�

GPS Receiver Oscillator DAC (DAC) 
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�'$&�IRU�WKH�RVFLOODWRU�KDV�UHDFKHG�HLWKHU�WKH�KLJK�RU�ORZ�DODUP�OLPLW�
ZKLOH�ORFNHG�WR�WKH�*36�VLJQDO���8QOHVV�WKH�XQLW�LV�EHLQJ�VXEMHFWHG�WR�RXW�RI�VSHFL¿FDWLRQ�HQYLURQ�
PHQWDO�FRQGLWLRQV��WKLV�ZRXOG�LQGLFDWH�WKDW�WKH�RVFLOODWRU�IUHTXHQF\�KDV�GULIWHG�QHDU�WR�WKH�HQG�RI�OLIH�
UHJLRQ���7KLV�VKRXOG�QRUPDOO\�RQO\�RFFXU�DIWHU�DW�OHDVW�WHQ�\HDUV�RI�RSHUDWLRQ���7KH�XQLW�ZLOO�FRQWLQXH�
WR�IXQFWLRQ�XQWLO�WKH�RVFLOODWRU�IUHTXHQF\�¿QDOO\�UHDFKHV�WKH�'$&�HQGSRLQW���7KH�XQLW�VKRXOG�EH�UH�
WXUQHG�WR�WKH�IDFWRU\�IRU�RVFLOODWRU�UHSODFHPHQW�DW�\RXU�FRQYHQLHQFH�

GPS Signal (SIG)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�5HFHLYHU�KDV�QRW�EHHQ�DEOH�WR�DFTXLUH�D�*36�VLJQDO�IRU�RQH�KRXU�
ZKLOH�WKH�7LPH�)LJXUH�RI�0HULW�KDV�EHHQ�����WKH�XQV\QFKURQL]HG�FRQGLWLRQ���7KLV�FRXOG�EH�GXH�WR�D�
YDULHW\�RI�UHDVRQV���,I�WKHUH�DUH�QR�RWKHU�IDXOWV�WKDW�FRXOG�H[SODLQ�WKH�LQDELOLW\�WR�UHFHLYH�D�VLJQDO��WKHQ�
WKHUH�FRXOG�EH�DQ�DQWHQQD�IDLOXUH�RU�EORFNDJH���,I�WKH�FRQGLWLRQ�SHUVLVWV�LQGH¿QLWHO\��DQG�D�SUREOHP�
ZLWK�WKH�DQWHQQD�LV�QRW�HYLGHQW��WKHQ�SOHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�

GPS Receiver FPGA Configuration (FPGA)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�5HFHLYHU�LV�XQDEOH�WR�FRQ¿JXUH�WKH�)3*$���7KLV�LV�D�IDWDO�IDXOW���
3OHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�

GPS Receiver FLASH Writes (FLSH)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�5HFHLYHU�LV�XQDEOH�WR�YHULI\�D�ZULWH�WR�WKH�)/$6+�QRQ�YRODWLOH�
SDUDPHWHU�VWRUDJH�DUHD���7KLV�VKRXOG�QRW�HYHU�RFFXU�XQGHU�QRUPDO�RSHUDWLRQ����3OHDVH�FRQWDFW�(QG5XQ�
&XVWRPHU�6XSSRUW��

Synthesizer Limits (SYN1)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�ORFDO�RVFLOODWRU�V\QWKHVL]HU�KDV�UHDFKHG�WKH�DODUP�OLPLW��7KLV�FRQGLWLRQ�
VKRXOG�QRW��QRUPDOO\�RFFXU�XQOHVV�WKH�XQLW�LV�VXEMHFWHG�WR�RXW�RI�VSHFL¿FDWLRQ�HQYLURQPHQWDO�FRQGL�
WLRQV���2WKHUZLVH��WKLV�LV�D�IDWDO�IDXOW���3OHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�
�
Synthesizer (SYN2)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�ORFDO�RVFLOODWRU�V\QWKHVL]HU�KDV�IDLOHG���7KLV�FRQGLWLRQ�VKRXOG�QRW��QRU�
PDOO\�RFFXU�XQOHVV�WKH�XQLW�LV�VXEMHFWHG�WR�RXW�RI�VSHFL¿FDWLRQ�HQYLURQPHQWDO�FRQGLWLRQV���2WKHUZLVH��
WKLV�LV�D�IDWDO�IDXOW���3OHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�

GPS Reference Time (REF)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�5HFHLYHU�UHFHLYHG�DQ�HUURQHRXV�WLPH�LQSXW�IURP�WKH�*36�VLJQDOV���,I�
WKH�FRQGLWLRQ�SHUVLVWV�SOHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�
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GPS Receiver Oscillator (OSC)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�PDLQ�RVFLOODWRU�KDV�IDLOHG���7KLV�LV�D�IDWDO�IDXOW���3OHDVH�FRQWDFW�(QG5XQ�
&XVWRPHU�6XSSRUW�

Antenna Short (SHRT)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�DQWHQQD�KDV�DQ�RYHUFXUUHQW�FRQGLWLRQ��VKRUW��

Antenna Open (OPEN)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKH�*36�DQWHQQD�KDV�DQ�XQGHUFXUUHQW�FRQGLWLRQ��RSHQ��

GPS Receiver Oscillator PLL (Phase-Lock-Loop)
7KLV�IDXOW�LQGLFDWHV�WKDW�WKHUH�LV�DQ�XQORFN�FRQGLWLRQ�EHWZHHQ�WKH�UHFHLYHU�RVFLOODWRU�DQG�WKH�RWKHU�
V\VWHP�WLPHEDVH�FORFNV���7KLV�LV�D�IDWDO�IDXOW���3OHDVH�FRQWDFW�(QG5XQ�&XVWRPHU�6XSSRUW�



http://www.endruntechnologies.com/timingspec.htm
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System Status LEDs:
6\QF�/('���$PEHU�/('�SXOVHV�WR�LQGLFDWH�*36�DFTXLVLWLRQ�DQG�ORFN�VWDWXV�
$ODUP�/('���5HG�/('�LQGLFDWHV�D�IDXOW�FRQGLWLRQ�

Serial Port I/O:
6LJQDO���,�2�SRUW�DW�56�����OHYHOV�IRU�VHFXUH��ORFDO�WHUPLQDO�DFFHVV�
3DUDPHWHUV���������EDXG����GDWD�ELWV��QR�SDULW\����VWRS�ELW�
&RQQHFWRU���5HDU�SDQHO�'%��0�FRQQHFWRU�ODEHOHG�³56����´���
7R�FRQQHFW�WR�D�FRPSXWHU��D�QXOO�PRGHP�DGDSWHU�PXVW�EH�XVHG���7KH�VHULDO�FDEOH�SURYLGHG�ZLWK�WKH�
VKLSPHQW�LV�ZLUHG�DV�D�QXOO�PRGHP���3LQRXW�IRU�WKH�56�����FRQVROH�SRUW�LV�VKRZQ�EHORZ�
1RWH���)RU�RSHUDWLRQDO�GHWDLOV�VHH�Chapter 9 - Console Port Control and Status�

Sonoma DB9M Pin Signal Name
� 1RW�&RQQHFWHG
� 5HFHLYH�'DWD��5;�
� 7UDQVPLW�'DWD��7;�
� 1RW�&RQQHFWHG
� *URXQG
� 1RW�&RQQHFWHG
� 1RW�&RQQHFWHG
� 1RW�&RQQHFWHG
� 1RW�&RQQHFWHG

Size:
&KDVVLV�� � � � ����´+�[�����´:�[������´'����´�UDFNPRXQW
:HLJKW���� � � � ����OE�������NJ��
$QWHQQD�� � � � �����+�[�����GLDPHWHU��VKLSSHG�DIWHU�0D\�������
� � � � � RU�
� � � � � ����´+�[�����´�GLDPHWHU��VKLSSHG�EHIRUH�-XQH�������

Environmental:
2SHUDWLQJ�7HPSHUDWXUH��� � ���WR������&
6WRUDJH�7HPSHUDWXUH���� � �����WR������&
$QWHQQD�2SHUDWLQJ�7HPSHUDWXUH�� �����WR������&
2SHUDWLQJ�+XPLGLW\���� � ���WR������5+��QRQ�FRQGHQVLQJ
6WRUDJH�+XPLGLW\�� � � ���WR������5+��QRQ�FRQGHQVLQJ
0D[LPXP�2SHUDWLQJ�$OWLWXGH�

��倀䰀䜁�Š̠஀脖鄀䨀̀ఀ儀 �րѰҀǐ
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Options:
6HH�Chapter 10 - Options�IRU�PRUH�LQIRUPDWLRQ�
2SWLRQDO�373�,(((������VSHFLILFDWLRQV�DUH�OLVWHG�DERYH�
2SWLRQDO�*36�$QWHQQD�.LW�VSHFLILFDWLRQV�DUH�OLVWHG�DERYH�

DC Power Input:
���9'&��������9'&������$�PD[LPXP�
���9'&��������9'&������$�PD[LPXP�
���9'&��������9'&������$�PD[LPXP�
����9'&���������9'&������$�PD[LPXP�
��SRVLWLRQ�WHUPLQDO�EORFN�RQ�UHDU�SDQHO���'&�,1��6$)(7<�*5281'���'&�,1
�)ORDWLQJ�SRZHU�LQSXW��(LWKHU�³�´�RU�³�´�FDQ�EH�FRQQHFWHG�WR�HDUWK�JURXQG��
6HH�Chapter 10 - Options, DC Power Input�IRU�PRUH�LQIRUPDWLRQ��

Dual-Redundant Power Supplies:
$Q\�FRPELQDWLRQ�RI�8QLYHUVDO�$&�DQG�RU�'&�VXSSOLHV�
6HH�Chapter 10 - Options, Dual Redundant Power Supplies�IRU�PRUH�LQIRUPDWLRQ�

1 PPS Output:��3RVLWLYH�77/�SXOVH�LQWR���Ω�RU�56�����OHYHOV�
Width:  8VHU�VHOHFWDEOH�WR����XV����PV������PV������PV�
Accuracy:�������QDQRVHFRQGV�506�WR�87&�8612��ZKHQ�ORFNHG�

Stability: �7'(9������QV��τ < 10��VHFRQGV�
Connector (TTL):  5HDU�SDQHO�%1&�MDFN�ODEHOHG�³�336´�
Connector (RS-422):  5HDU�SDQHO�'%��0�FRQQHFWRU�ODEHOHG�³�336�56����´�
Pinout (RS-422):��3LQ���LV��VLJQDO���3LQ���LV��VLJQDO���3LQ���LV�*1'�

6HH�*36�87&�7LPLQJ�6SHFLILFDWLRQV�IRU�GHWDLOV�
Note:��7R�FKDQJH�WKH�SXOVH�ZLGWK�UHIHU�WR�Chapter 10 - Options�

AM Code Output: ���9506�LQWR���Ω����.+]�FDUULHU�
Signal:��$PSOLWXGH�PRGXODWHG��$0�������UDWLR�
Format:��8VHU�VHOHFWDEOH�WR�,5,*�%������,(((������������������1$6$����������
Connector:  5HDU�SDQHO�%1&�MDFN�ODEHOHG�³$0&2'(´�
Note:��7R�FKDQJH�WKH�WLPH�FRGH�IRUPDW�UHIHU�WR�Chapter 10 - Options�

DC Code Output: �3RVLWLYH�77/�SXOVH�LQWR���Ω�
Signal:��77/��'&�VKLIW�
Format:��8VHU�VHOHFWDEOH�WR�,5,*�%������,(((������������������1$6$����������
Connector:  5HDU�SDQHO�%1&�MDFN�ODEHOHG�³'&&2'(´�
Note:��7R�FKDQJH�WKH�WLPH�FRGH�IRUPDW�UHIHU�WR�Chapter 10 - Options�

Programmable Pulse Output (PPO):��3RVLWLYH�77/�SXOVH�LQWR���Ω RQ�%1&�MDFN�
User-Selectable Output Type:��2Q�WLPH�SXOVH�UDWH�
Rate:  8VHU�VHOHFWDEOH�WR��������������.����.�����.���0���0����0�336��,330���33�6�
Duty Cycle:������H[FHSW��336�ZKLFK�PLPLFV�WKH��336�2XWSXW�GHILQHG�DERYH�
Accuracy:����������WR�87&�IRU����KRXU�DYHUDJLQJ�WLPHV�ZKHQ�ORFNHG�
Stability:��σ\�τ���������IRU�τ�������VHFRQGV��σ\�τ���������τ�IRU�τ�!�����VHFRQGV�
Connector:��5HDU�SDQHO�%1&�MDFN�ODEHOHG�³332´�
Note:��7R�FKDQJH�WKH�RXWSXW�VHOHFWLRQ�UHIHU�WR�Chapter 10 - Options�

http://www.endruntechnologies.com/timingspec.htm
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