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Issue:  February 2018 Security Vulnerability Announcement at ntp.org 
 
The NTP Project released a new version of ntpd (v4.2.8p11) on February 27, 2018.  This release addressed 
some informational, low, and medium-level vulnerabilities listed below.  Details can be found at the Network 

Time Protocol project February 2018 Security Vulnerability Announcement. 
 

CVE-2016-1549: Sybil vulnerability: ephemeral association attack 

CVE-2018-7182: 

http://support.ntp.org/bin/view/Main/SecurityNotice#February_2018_ntp_4_2_8p11_NTP_S
http://www.endruntechnologies.com/pdf/PeeringAppNote.pdf
http://www.endruntechnologies.com/download.htm
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
http://www.endruntechnologies.com/pdf/FSB151026.pdf
http://www.endruntechnologies.com/pdf/FSB151026.pdf


 

 

 
 

EndRun Technologies Products and Vulnerability 

Sonoma Network Time Server 
Tycho II Precision TimeBase 
Meridian II Precision TimeBase 
 
Vulnerability:  The latest software for these products supports ntpd v4.2.8p9.  Refer to the product impact 
statement above and mitigation steps.  The software for these products is periodically updated along with the 
latest ntpd distribution. 
 
3026-xxxx-



 

 

Tycho Frequency Reference 
Distribution Chassis (with network port option) 
 
Vulnerability:  These products are unaffected as they do not support NTP.   
 
3020-xxxx-xxx   Tycho CDMA Frequency Reference  
3021-xxxx-xxx   Tycho GPS Frequency Reference  
3204-xxxx-xxx   RTM3204 GPS Timing Module  
3300-xxxx-xxx   FDC3300 Frequency Distribution Chassis   
3301-xxxx-xxx   PDC3301 Pulse Distribution Chassis  
3302-xxxx-xxx   FDC3302 High-Performance Frequency Distribution Chassis  
3303-xxxx-xxx   TDC3303 Time Code Distribution Chassis 
 

 
Note:  'x' is a variable number. 

 

 

Contact Information:    

Feel free to contact us if you have any questions or need help.  

 
EndRun Technologies  
2270 Northpoint Parkway, Santa Rosa, CA 95407, USA  
+1-707-573-8633 or 1-877-749-3878  (toll-free in the USA & Canada)  

support@endruntechnologies.com 
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