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Affected Products:
Sonoma, Meridian II, Tycho II, Tempus LX, Unison, Meridian
Part Number: Description:
3014-xxxx-xxx   Tempus LX CDMA Network Time Server  
3015-xxxx-xxx   Tempus LX GPS Network Time Server  
3016-xxxx-xxx   Unison CDMA Network Time Server  
3017-xxxx-xxx   Unison GPS Network Time Server  
3018-xxxx-xxx   Tempus LX CDMA Network Time Server (Japan)  
3019-xxxx-xxx   Meridian Precision GPS TimeBase  
3025-xxxx-xxx   Meridian CDMA Frequency Reference 
3026-xxxx-xxx Sonoma D12 Network Time Server (CDMA)
3027-xxxx-xxx Sonoma D12 Network Time Server (GPS)
3028-xxxx-xxx Sonoma N12 Network Time Server (CDMA)
3029-xxxx-xxx Sonoma N12 Network Time Server (GPS)
Note: “x” is variable.

Problems:  
Vulnerabilities announced in the October 2015 NTP Security Vulnerability Announcement
Details are at ntp.org here:  October 2015 Security Vulnerability Announcement

As described at the link above, a list of low- and medium-severity vulnerabilities were fixed in the latest ntpd 
version 4.2.8p4.  

http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
http://www.endruntechnologies.com/pdf/PeeringAppNote.pdf
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Quick Help for Non-Linux Users:
The following commands are available on the command line interface:  ��, ����, and ���.
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